"MAP®OBCKAS CPEAHAA OBINEOBPA3OBATEJIBHAS HIKOJIA"
JIJEHUHCKOI'O PAUOHA PECITIYBJIMKU KPBIM

yi. KacesioBa, 16 ¢. Mapdoska, 298244, ten. 0 (6557) 69-2-44, e-mail: lenino_marfovskayal@crimeaedu.ru

[TPUKA3

30.12.2022r. Ne255
c.MapdoBka

OO0 yTBep:KIeHMH MHCTPYKIM i
10 3a1IHMTe MePCOHATBHBIX JaHHBIX

Bo wucnonnenue @enepanpHoro 3akoHa Poccuiickon ®Denepanuu  OT
27.07.2006 r. Ne 149-®3 «O06 undopmannu, nHOOPMAIIMOHHBIX TEXHOJOTHUIX U O
3ammuTe uHpopMammu», deaepanbHoro 3akoHa Nel52-d3 or 27.07.2006 r. «O
NEPCOHANBHBIX JAHHBIX» W MPOYUX HOPMATHUBHBIX JOKYMEHTOB IO 3aIlUTe
uHopMalMKM,a TaKXke C IeJIbl0 OOecredeHuss O0e30MacHOCTH TMEePCOHAIBHBIX
nanubix B MBOY Mapdosckas COIII,

ITPUKA3BIBAIO:

1. VYtBepaute u BBecTH B jcicTBUe WHCTPYKIMIO MOJIb30BaTENs
MH(GOPMAIIMOHHBIX CHUCTEM TMepcoHalbHbIX HaHHBIX MBOY Mapdosckas COI
(ITpunoxenue 1 k HacTosimemy Ilpukasy).

2. YTBepauTh W BBECTH B JelicTBHEe WHCTPYKIMIO MO MAapOJIbHOW 3aIuTe
unpopmarmn B MbOY Mapdosckas COUI (IIpunoxenue 2 K HACTOSIIEMY
[Ipuka3zy).

3. VYTBepauth W BBecTH B JcicTBUEe HWHCTPYKIHMIO TIO OpraHU3aIu
anTuBUpycHOU 3amuThl nHPopMmanmu B MBOY Mapdosckas COIII (ITpunoxenune
3 k HacrosieMy [Ipukasy).

4. VYTBepauTh M BBEeCTHM B JeiicTBUe WMHCTpyKIuiO MO OpraHu3ainuu
pE3epBUPOBAHUS U BOCCTAHOBIICHUS PA0OTOCIIOCOOHOCTH TEXHUUYECKUX CPENICTB U
nmporpaMMHoOro obecrneueHusi, 0a3 JaHHBIX U CPEJCTB 3alllUThl MHPOpPMAIMHU B
MH()OPMALIMOHHBIX cUcTeMax nepcoHalbHbIX JaHHBIX MBOY Mapdosckas COLI
(ITpunoxxenue 4 x HactosmeMy [Ipukasy).
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5. VYTBepauth u BBecTH B aeicTBue llopsaok oOpamieHusi co ChbeMHBIMU
MaIllMHHBIMM HOCUTEISIMU TEPCOHANBbHBIX AaHHbIX B MBOY Mapdosckas COIII
(ITpunoxenue 5 k HacTosemy Ilpukasy).

6. TpeOoBaHusi HACTOAIIETO TpPUKa3a JIOBECTH JO  PpPaOOTHUKOB,
OCYHIECTBIISIIOIIUX 00pabOTKy NEpCOHANBHBIX JaHHBIX B HWH(OPMAIMOHHBIX
cucTemMax rnepcoHanbHbIX 1aHHbiXx B MBOY Mapdosckas COIL.

7. KonTpons 3a ucnosnenueM Hacrosiniero [Ipukasa ocrapisiio 3a coO0M.

Jnpexrop B.A. Makapos



[punoxenne 1
K TIpUKa3y
or 30.12.2022r. Ne 255

HNHCTPYKLIUSA
N0J1b30BaTe sl HHPOPMAIMOHHBIX CHCTEM MEPCOHAIbHBIX TAHHBIX
MBOY Mapdosckasa COLI

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTomaTu3upoBaHHOE pabouee MECTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
IIpeIHa3HaYeHHBIN [ aBTOMATH3aL1UH I€ATEIbHOCTH OIIPEIEIEHHOTO BU/A.

1.2. AHTHBUpYCHAs 3alIUTa — 3alliuTa WHPOPMAIMKA U KOMIIOHEHTOB MH()OPMAITMOHHON
CHUCTEMBI OT BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYcOB) (0OHapy:KeHHE BPEAOHOCHBIX
KOMIBIOTEPHBIX MPOTpaMM (BUPYCOB), OJTOKUPOBAHUE, U30JUPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJaJeHue BPEIOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apakKeHHBIX» 0OBEKTOB).

1.3. adopmannoHHas cuctemMa nepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COIEPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHANBHBIX TaHHBIX U 00ECIEUNBAIOIIUX UX 00pabOTKY MH(DOPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPE/ICTB.

1.4. O6paboTka TmMEpCOHATBHBIX MJAHHBIX — JIO000€ JAeWcTBUE (Oomeparusi) WIn
COBOKYINHOCTb  JeMcTBMIl  (omepamuii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 HUCIOJIb30BAHUS TaKUX CPEJCTB C NEPCOHAIBHBIMU JTAHHBIMHU, BKIHOYAS
cOop, 3amuch, CUCTEMATH3AINIO, HAKOTIJICHHE, XpaHEHUe, yTOUYHEeHHEe (0OHOBJICHHE, N3MEHEHHUE),
U3BJICYEHUE, MHCIIOJIb30BaHME, Iepefady (paclnpocTpaHEHHe, IpeloCTaBlIeHUe, JOCTYI),
o0e3nnuuBaHue, OJOKUPOBAaHUE, yIaIeHHE, YHUUTOXKEHUE IEPCOHANIbHBIX JAHHBIX.

1.5. KondpunennmanbHoCcTh MHPOpMANIMA — 0O0S3aTENBHOE IS BBHITIOJHEHHS JIHIIOM,
MOJIyYMBIIUM JIOCTYI K OINpeneneHHOW HHdopmanuu, TpeOoBaHHWE HE IepelaBaTh TaKylo
MH(pOpPMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00aaaTess.

1.6. IlepcoHanbHble JaHHbIE— J1t00ast HHPOpPMALUs, OTHOCSLIASACS K IPAMO UM KOCBEHHO
OIpEe/IeNIEHHOMY WM OTpeAeIsieMOMY (pU3UUECKOMY JINIY (CYOBEKTY NEpCOHATIbHBIX JAHHBIX).

1.7. Ilonb3oBarens MHOOPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX JAHHBIX — PAOOTHHK,
OCYLIECTBIAIOIIMKA  00pabOTKY IEpPCOHAIBHBIX JaHHbIX B HMH(QOPMALMOHHOW cHCTEMe
[EPCOHAIIBHBIX JAHHBIX.

1.8. CpenctBo  aHTUBUPYCHOM 3alMTBl — MNPOrpaMMHOE CPEICTBO, peaIH3yIollee
(GyHKUIMU OOHApY)KEHUSI KOMIIBIOTEPHBIX MPOrpamMM JUO0 MHOM KOMIbIOTEPHOH MH(pOopManuy,
IpeJHa3HAYCHHBIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTO)KEHUS, OJIOKUPOBAHUS, MOIUPUKALINH,
KOIIMPOBAHUS KOMIIBIOTEpHOW MHQOpManuM WIM  HEUTpaau3aluuu  CpPEeACTB  3allUTh
uHpOpMalNH, a TAKXKe pearupoBaHus Ha OOHApYKEHUE ITHX MPOrpaMM U UH(OPMALIHH.

1.9. CpeactBo 3anmthl MHGOpMAnMM — HOporpaMMHOE oOecreyeHue, MpOoTrpaMMHO-
anmapatHoe — oOecledeHue, amnmaparHoe  oOecliedeHue, BEIIeCTBO  WJIM  MaTepuall,
NpeJHa3HAYCHHOE UITH UCIIOJIB3yeMOe JUIs 3aIUThl HH(OPMAIHH.

2. OOmwue no10KeHUs
2.1. Hacrosmas MHcTpykuus moJsib3oBaTenss MHOOPMAIMOHHBIX CHUCTEM IEPCOHATIBHBIX
nanaelx MBOY Mapdosckas COLI (nanee — MHCTpyKIust) onpeaenser 00s3aHHOCTH, paBa U
OTBETCTBEHHOCTh PA0OTHMKOB MpH paboTe B WHGOPMAIMOHHBIX CHUCTEMax IEpCOHANbHBIX
naHHbIX (nanee — UCII/H).
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2.2. TpeOoBanusi HacTosmerd WHCTpYKIMH SBISAIOTCS O0OS3aTeNbHBIMU JUIS  BCEX
pabOTHHUKOB, OCYILECTBIISIONINX 00pabOTKY M 3alUTy NMEPCOHAIBHBIX NaHHBIX (nanee — [1/1H) B
NCIIIn — nmonw3oBateneit UCIT/Iu (nanee — [Tosb3oBaTenn).

2.3. K zammmaemoii nnpopmanuu, obpadarsiBaemoit B UCII[ln MBOY Mapdosckas
COIUI (manee — Yupexnaenue), otHocsarcst [1/IH, cinyxeOHas (TexHosornueckas) uHMOpManus
CHCTEMBI 3alIUTHI U ApYyrast UHGHOPMAIHSI OTPAHUYSHHOTO JIOCTYIIA.

2.4. Bce mnomnp3oBaremn WCII[IH VYupexaeHuss [TODKHBI OBITh O3HAKOMJICHBI C
TpeOOBaHUAMU HACTOSIEH NHCTPYKIMK N0 TIOATHUCH.

2.5. Hacrosmas WHCTpyKIusi SIBISIETCS JOMOJHCHHEM K JICHCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHMM JIOKyMEHTaM) IO BoIpocaMm oOecreueHus 0e30MmacHOCTU
CBEICHUN KOH(UIEHIMAIBHOTO XapakTepa, B ToM uucie U IIJIH, U He WuCKiIOYaeT
0053aTEeNLHOTO BBIIIOJIHEHUS UX TPEOOBaHUIA.

3. Jlomyck moJib3oBaTesieil K HHPOPMAMOHHBIM CHCTEMAM MEPCOHAIBHBIX TAHHBIX

3.1. Jlomyck mosb3oBarenei k padore ¢ [1Ix B UCIT/IH ocymecTBiIseTCsl B COOTBETCTBUH
¢ «Ilepeunem momxnocter pabotHukoB ['bOY J10 PK «JIAFOT», momymieHHBIX K 00paboTKe
MIEPCOHATBHBIX JTAHHBIX.

3.2. K camocTosaTensHONH paboTe Ha aBTOMAaTH3WPOBAHHBIX Pa0OUYMX MecTax (majee —
APM), Bxomsmux B coctaB MCII/IH, momyckatoTcs iuia, N3yduBInre TpeOOBaHUS HACTOSIIEH
WMHCTpYKIIMU ¥ JTOKAJTBHBIX HOPMATHBHBIX aKTOB 10 3allIUTe MH(POPMAIMH, OCBOUBIIUE ITPaBUIIA
skcrutyaraiuu APM 1 TeXHUYECKUX CPEACTB 3alUTHI.

3.3. Jlomyck MpOW3BOAMUTCS TIOCIE TMPOBEPKH 3HAHMWs HacTosmed WHCTpykuuu wu
MPaKTUYECKUX HaBBIKOB B paboTe.

4, O0A3aHHOCTH MOJL30BATEJIA

4.1. Kaxnaeii Ilonp3oBarens HMMEIONIMA  JOCTYH K ammapaTHbIM — CPEICTBaM,
nporpaMmHomy oOecnedenuto u nanHeiM MCII/IH, HeceT mepcoHalbHYI0 OTBETCTBEHHOCTDH 3a
CBOM JICHCTBUS U 00s13aH:

4.1.1. Crporo coOmogaTh YyCTAHOBJICHHBIE TIpaBWia oOOecreueHus Oe301acCHOCTH
uHpopmanuu npu paboTe ¢ MPOrpaMMHBIMH U TexHHuueckumu cpeactBamu UCIT/IH.

4.1.2. 3HaTh W CTPOro BBINOJIHATH TIIpaBWia pPabOTBI CO CPEICTBAMHU  3alIUTHI
unpopmanuu, yctanosineHubivu B UCIIT/H.

4.1.3. BoimonHATh TpeOOBaHUS MO AHTHBHPYCHOM 3alUTe B 4YacTH, Kacarollencs
nevcrteui Ilonp30Bareneii.

4.1.4. HememieHHO CTaBUTh B HW3BECTHOCTh OTBETCTBEHHOrO0 3a oOOecreyeHue
oe3onacHoctu [1/1n B UCII/{n nmu agmuauctparopa UCIT/IH:

—  IIpU NOJ03PEHUN KOMIIPOMETAIUY JIMYHOTO MapOoJIs;

—  HECAHKIIMOHHWPOBAHHBIX (ITPOM3BEIEHHBIX C HAPYIICHUEM YCTaHOBJICHHOTO MOPSIIKA)
W3MEHEeHUI B KOH(UTYpallK MPOrpaMMHBIX WK anmnapatHbix cpeacts UCI/IH;

— OTKJIOHEHWH B HOpMajabHOW paboTe CUCTEMHBIX M MPHUKIATHBIX MPOrPAMMHBIX
CpencTB, 3aTpyAHstomux skcryaraunto UCIT/H;

—  HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBIICHHBIX CPEJCTB 3aIHUTHI;

—  oOHapyXeHHUs HeMpeIyCMOTPEHHBIX OTBOJIOB Kabenel U MOJKITF0YeHHBIX YCTPOMCTB;

— oOHapyxkeHus (DaKTOB, TMOMBITOK HECAHKIMOHUPOBAHHOTO JIOCTyIIAa W CIIy4aeB
HapyIIeHHUs] YCTAaHOBIIEHHOTO mopsiika 0opadboTku [1/1H.
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4.1.5. DkpaH BHJCOMOHHUTOpA B MOMEIIEHHH PacIoiaraTh BO BpeMs pabOTHI Tak, YTOObI
UCKJTIOYAJIaCh BO3MOXXHOCTh O3HAaKOMJICHHSI C OTOOpakaeMoW Ha HUX HHGpOpMaImen
IIOCTOPOHHUMH JINLIAMHU.

4.2. Tlonn3oBarensm UCII/IH 3anpemaeTcs:

— oTKiMouYaTh (OJOKMPOBATH) CPEINCTBA 3alIUTHl WH(POpPMAINHU, IPETyCMOTPEHHBIE
OpraHU3aIMOHHO-pacnopAauTeaIbHbIMU ToKyMeHTaMu Ha UCIIH;

— TPOU3BOJUTH KaKUE-INOO HU3MEHEHHUs B DJIEKTPUUECKUX CXEMaX, MOHTaxe H
pa3MelIeHNN TEXHUUYECKUX CPEJICTB;

—  CaMOCTOSITETIbHO  YCTaHABJIMBATh, THPAXKUPOBaTb, WIA  MOJIU(PHUIMPOBATH
MIPOrpaMMHOE obecrnieuyeHue, U3MEHATh YCTaHOBJIEHHBII JITOPUTM
(YHKIIMOHUPOBAHUS TEXHUUECKUX U TPOTrPAMMHBIX CPEJICTB;

— oOpaOateiBare B HMCII[IlH wuHpOpManuio | BBINIOJHATH JApyrue paboThl, HE
npeaycMoTpeHHbIe nepeuneM mpas [lonb3oBarens mo qocryny k UCI/IH;

— coolmare (WIM nepeAaBaTbh) MOCTOPOHHUM JIMLAM JIMUHBIE aTpUOyThl M MapoJiu
noctymna k pecypcam UCII/IH;

— paborats B UCII/IH npu oOHapyXeHUH KaKUX-1100 HEHUCIIPAaBHOCTEH;

—  OCTaBIIAATh BKIIOYEHHBIM 0e3 mpucMoTpa APM, He akTUBH3UPOBAB CPEAICTBA 3aAIUTHI
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA;

—  YMBIIIJIEHHO UCHOJb30BaTh HEIOKYMEHTUPOBAHHbIE CBOWCTBA M OIIMOKKH B
IIPOrpaMMHOM O0O€CIeUeHUH WM B HACTPOMKAaX CPEICTB 3AIUUThI, KOTOPbIE MOTYT
MIPUBECTH K 03HAKOMJICHHIO € 3alluiaeMoi HH(opMalel NoCTOPOHHUX JIULL;

—  TIPOM3BOJUTH TIEPEMENICHHUS TeXHU4YeCKuX cpeactB APM 06e3 coriacoBaHusi ¢
OTBETCTBEHHBIM 3a oOecnieuenne 6e3onacuoctu [1/{a B UCITH;

—  BCKpBIBATh KOPITyca TEXHUYECKUX CpeacTB APM M BHOCHTH M3MCHEHMS B CXEMY U
KOHCTPYKIIMIO YCTPOMCTB.

5. Opranuzanus padoThl CO CbeMHbIMH MAIIMHHBIMH HOCUTEJISIMU HH(opManuu

5.1. Opranuzarust paboThl CO ChEMHBIMH MAITUHHBIMH HOCUTEIIIMH HHGOpPMAaIuu (1aiee
— CMHMW), copepxamue IIJlH m wuHyro uHbOpMaNUIO KOHPUIACHIIMATBLHOTO XapakTepa,
ocyiiecTBisieTcss B cooTBeTcTBUM ¢ «[lopsiakom oOpaieHusi cO ChEMHBIMH MAalIUHHBIMU
Hocutensamu uHpopmanuu B8 MBOY Mapdosckas COLL».

5.2. Tlonb3oBarenu 00si3aHBI 3HATh U COOMIOAATH YCTAHOBIEHHBIE TPEOOBAHUS MO yUETY
u xpanenuro CMHU.

5.3. CMHMU nomxHbl OBITH 3aperucTpupoBanbl B «)KypHalie yueTa CbeMHbBIX MaIllMHHBIX
HOCHUTeNeH HHPOPMAIIH.

5.4. CMHMU 3akpeninsercss 3a OMpPENENIEHHBIM JIMIIOM, HECYIIMM OTBETCTBEHHOCThH 3a
COXPaHHOCTh U MeCTOHaxoxaAeHue nannoro CMHU.

5.5. IIpu Heobxomumoctu mepenaun uHpopmanuu Ha CMHU, naumo oTBeTcTBEHHOE 3a
XpaHEHUE YBEJIOMIIIET OTBETCTBEHHOro 3a obecreuenue OezomacHoctu [I/In B UCII[H o
HeoOxonuMocTu mepeaayn uHpopManuu ¢ nomombio CMHU, nocrasnser CMHU mo mecty
Ha3Ha4YeHUs, epeaaeT NHPOPMAIUIO C HETO U BO3BpAIIIAET €ro Ha MECTO XPAHECHHUS.

5.6. Xpanenue CMHMU ocymectBnsiercs:

—  nans diem-KapT, cMapT-KapT, KOMITAKT TUCKOB U JIp.) B 3alllUIIEHHBIX ceiidax;
— s CMHH, Bxopamux B cocraB MCII/IH, npou3BoauTcs omnevaTrbiBaHUE KOpIyca
APM.



5.7. Tlonmb3oBatensaM 3ampenaeTcs:

— 3anuceiBath U XpaHuth [1/IH 1 uHyt0 HHGOPMALIMIO KOHPUAESHIIMATBFHOTO XapaKTepa
Ha HeyuyreHHbIx CMHU;

— octaBmate CMHU 6e3 mpucmoTpa, nepeaaBars UX APYrUM JHIIAM M BBIHOCHTH 32
IIpeAeIibl KOHTPOIUPYEMOM 30HBI, 32 UCKIIOYEHUEM CIIy4aeB, B KOTOPBIX pa3pelieHa
nepegada CMHU;

— xpauutb CMHU BOAM3U CHUIIBHBIX MCTOYHUKOB AJIEKTPOMArHUTHBIX W3JIyYEHUH U
IIPSIMBIX COJIHEYHBIX JIy4EH;

— xpanutb Ha yureHHIXx CMHMU nporpammsl 1 JaHHbIE, HE OTHOCSIIUECS K pabodeit
nHpopMalnu.

6. Opranu3anusi NapoJibHOIi 3aIMThI

6.1. Opraau3anus MapoIbHON 3aIIUTHI MPOU3BOAMUTCS B COOTBETCTBUU C «MHCTpyKIHeH
10 mapoJibHOM 3amuTte nHpopmanuu B MbBOY Mapdosckas COIL»

6.2. Jluna, ucroJib3yromue mapoJTy, 00s3aHb:

— XpaHHWTh B TallHE CBOM MapoJb

— YeTKO 3HaTh W CTPOTO BBIMOJHATH TpeOOBaHWs HacTosmer MHCTpYKIMU U Ipyrux
PYKOBOJISIINX JOKYMEHTOB;

— CBOEBPEMEHHO C0O00IaTh OTBETCTBEHHOMY 3a obecmeueHue OezomacHoctu [1JIH B
HCTIIH 0060 Bcex HEIMITATHBIX CUTYallUsIX, HAPYIICHUSX PAOOTHI CHCTEM 3aIlUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA, BOSHUKAIOIIUX MPU paboTe C MapOISIMU.

6.3. Bo Bpems BBojaa mapoJieii HEOOXOAMMO HCKIIOYUTH BO3MOXHOCTH €r0 IMPOCMOTpa
MTOCTOPOHHUMH JINLIaMU (YE€TOBEK 3a CIIMHOM, HAOII0IeHNE YeTIOBEKOM 3a IBUKEHHEM MajbleB B
MPSIMOM BUAMMOCTH WJIM OTPXXEHHOM CBETE) WM TEXHUYECKHMMH CPEJICTBaMU (BUIECOKaMEPHI,
(dboToanmaparsl u Jp.)

6.4. [lns npenoTBpailleHus: JOCTYyIa K NEPCOHAIBHBIM JIaHHBIM, MOJIb30BAaTEIh BO BpEMs
nepepeiBa B paboTe 00s3aH OCYIIECTBUTH OJOKMPOBAHUE CUCTEMBbl Ha)KaTHEM KOMOWHAIUU
Ctrl+Alt+Delete u knonku «bokupoBaTh» MK HaxkatneM KomOuHauu Win+L.

6.5. bnokupoBanue ceanca nocryna nojiszoBarens B UCIIIn ocymectBisercs mocie 15
MHHYT €r0 0e3/1elcTBHS (HEaKTUBHOCTH ).

6.6. B caywsae yrepu maponst paOOTHMK CTaBUT B  HM3BECTHOCTh  CBOETO
HEMOCPEJCTBEHHOTO PYKOBOAMUTENS M OTBETCTBEHHOro 3a oOecmeueHue oOe3omacHoctu [1/1H B
UCITH nns npuHATHS OCIEAYOIUX PELICHUN.

6.7. B ciyuae koMmpoMeTauu napoJis (IpocMOTp MOCTOPOHHUMH, Pa3IIIAllIeHUE MMapos
U JIp.) HEOOXOAUMO U3BECTUTh CBOETO HEMOCPEACTBEHHOTO PYKOBOJUTENSI U OTBETCTBEHHOTO 32
obecnieuenue 6e3onacHoctu [1[n B ICII/IH ans npuHATHS NOCIEIYIOMMX PeIeHUH.

7. TlpaBuia padoThl B ceTsIX 0011ero A0CTyna v (MJIn) MeKIyHAPOIHOro o0MeHa

7.1. Pabora B cetsx oOmero goctyna u Ha snementax UCII/IH, nomkHa OCYIIEeCTBIATHCS
HCKJTFOUUTENBHO B CITY’KEOHBIX IIETIsX.
7.2. Tlpu paboTe B ceTsax 00IIero J0cTymna 3anpemaeTcs:
—  OCYIIECTBJIATH pabOTy MPH OTKJIIOUEHHBIX CPEACTBAX 3AIHTHI;
— IepegaBaTh IO CeTAM OOmIero JocTyna 3auumaemMyro HHpopmanuioo 6e3
WCIOJIb30BAHUS CPEACTB MU(POBaHUS,
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— 3ampemiaeTrcs CKauMBaTh M3 ceTu MHTEpHET mporpamMMHOe oOecredeHue U JIpyrue
(aiispl, €Clii 3TO HE ONPEETICHO ero JIOHKHOCTHBIMU 00S3aHHOCTSIMH,
—  3ampelaeTcs NOCELIEHUE U UCI0Ib30BaHUE CeTU MIHTEpHET B JINYHBIX LIETSX.

8. HOpﬂI[OK YCTAaHOBKH O0OHOBJICHHH MMporpaMMHoOro odecneyeHus

8.1. VYcraHoBke KpymHBIX OOHOBJCHHMH TNPOrPaMMHOrO  OOECTEeYeHHsS  JOJDKHO
MPEIIECTBOBATh  TECTHPOBaHWE HWH(OOPMAIMOHHON WHQPPACTPYKTypbl HA  OTCYTCTBHUE
HETaTUBHBIX BO3JICHCTBUIN OT YCTaHABIMBACMbIX OOHOBIICHHH.

8.2. B ciywae oOHapyXeHHUS HETaTUBHOTO BO3JICHCTBHUS YCTAaHABIMBACMOTO OOHOBJICHHSI
Ha ITaTHOE (YHKIIMOHUPOBAHUE HHPOPMALMOHHON HHMPACTPYKTYpHI, JaHHOE OOHOBIICHHE
YCTaHaBJIMBATHCA HE JOJKHO MO coriacoBaHuio ¢ anMuuucrparopom UCII/IH.

8.3. YcraHOBKe HOBBIX BEPCHI MPOTPaMMHOTO OOECTICUSHHSI MIIH BHECEHUIO CEPhE3HBIX
W3MEHEHUW W JIOTIOJHEHWW B  JEHCTBYIOIeE MPOTpaMMHOE oOecreueHue JI0JKHO
MpeaIecTBOBaTh ~ TECTUPOBAHUE HH(POPMALMOHHOW  MHQPACTPYKTYpbl Ha  OTCYTCTBHUE
HEraTUBHBIX BO3JIEHCTBUHN YKa3aHHOTO ITPOrPaMMHOTO 0OecTieueHUsl.

8.4. YcraHOBKa TIPOTECTHPOBAHHBIX OOHOBJIEHWH, HOBBIX BEpPCHI MPOTPAMMHOTO
ofOecrieyeHHs WJIM BHECEHHME HW3MEHEHUH U JOMNOJIHEHUH B JeiCTBYyIOlIee MpPOrpaMMHOE
obecrnieueHre MOKeT ObITh IPOU3BEIEHO TOJIBKO MO corjacoBanuio ¢ aamuauctparopom UCII/Ix
1 OTBETCTBEHHBIM 3a oOecnieuenne 6e3omacHoctu [1/1n 8 UCITdH.

9. TexHoJsorusi 00padoOTKH MEPCOHAIBLHBIX JAHHBIX

9.1. Ilpu mnepBuunoMm pomycke k pabore B HCII/In Ilomp3oBaTens 3HAKOMHTCS C
TpeOOBaHUAMU PYKOBOJISIIINX, HOpPMaTHUBHO-METOAUYECKUX u OpraHU3aIMOHHO-
pacnopsaUTENbHBIX TOKYMEHTOB MO BOIIPOCaM aBTOMAaTHU3MPOBAHHON 00pabOTKH MH(OpMAaIUH,
u3ydyaeT MHCTpyKIMIO, MOJydaeT MepCOHaNbHBIA HACHTU(PHUKATOP WM JMYHBIM Mapoyib y
OTBETCTBEHHOTO 3a obecreuenue 6e3omacHoctu [1/1a 8 UCIT/IH.

9.2. B mporecce padotsl [TonaszoBarens npousoaut oopadoTky I11n 8 UCIT/H.

9.3. Ilpu HeoOxomumoctu BbIBOA [IJIH w3 MCII[IH oCyIIeCTBISETCS CIEIYIOIIUM
o0pazom:

— konupoBanueM I[1/In Ha yurenusie CMHU,;
— mepemaya II/lH  mo kaHaimaMm CBs3U C  OOsA3aTeNbHBIM  MPUMEHEHHEM
KpUnTorpaguueckoi 3amuThl.

10. Cpok neiicTBHsI ¥ MIOPSI/IOK BHEeCEHHsI H3MeHEeH U

10.1. Hacrosimas MHCTpyKIMs BCTyMAeT B CUITy C MOMEHTA €ro YTBep K/IeHHUs U JeHCTBYET
6eccpouHo.

10.2. Hacrosimas MHCTpyKIus NOIISKUT EPECMOTPY HE pexke 0HOTO pas3a B TPU roja.

10.3. NM3meHeHMs M JOMNOJHEHUS B HACTOSIIYI0 MHCTpyKIHIO BHOCATCS TPHKa30M
Jupekropa YupexaeHus.
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HNHCTPYKIUA
110 apoJILHOM 3aluTe HHPOpMALHHU
B MBOY Mapdosckasa COI

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTomMaTH3UpOBaHHOE pabouee MECTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
IIpeHa3HaYeHHBIN [ aBTOMAaTU3alluK JESTEIbHOCTH OIPEEIIEHHOTO BUAA.

1.2. ladopmanmoHHas cucTemMa MepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX NMEPCOHAIBHBIX JAHHBIX U 00ECHeUNBaIOIIUX UX 00pabOTKy MH(DOPMAIIMOHHBIX
TEXHOJIOTUH Y TEXHUYECKUX CPE/ICTB.

1.3. OOpaboTka TEpCOHANBHBIX MJAaHHBIX — J000e JeHCTBUE (Omeparus) WM
COBOKYIHOCTb  JeMcTBMIl  (omepammii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 UCIIOJIb30BAHMS TAaKUX CPEJICTB C MEPCOHAIbHBIMU JaHHBIMH, BKIIOUAs
cOop, 3amuch, CUCTEMATH3AIMI0, HAKOTUICHUE, XpaHeHUE, yTOUYHEHUE (0OHOBJICHHE, N3MEHEHNE),
U3BJIEYEHHE, UCIOJb30BaHUE, TNepenady (pacnpocTpaHEHHe, MpeloCTaBlIeHue, JOCTYII),
o0e3nnunBaHue, OJIOKUPOBAaHUE, YalleHUE, YHUUYTOKEHUE MEPCOHATBHBIX TAHHBIX.

1.4. KonduaenuuanbHoCTh MHPOpPMAMK — 00Sf3aTeIbHOE ISl BBIIOJHEHUS JIMIIOM,
MOJIYYUBIIUM JIOCTYI K ONpeaesieHHOM uHpopMmanuu, TpeOoBaHHE HE IepelaBaTh TaKYHo
MH(pOpMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00aaaTes.

1.5. Tlepconanpuble naHHbIE — JIF00ass WHQPOpPMAIMSA, OTHOCAIIASACS K TMPSAMO WA
KOCBEHHO OIIPEJEICHHOMY WIN OIpelessieMoMy (pru3nueckoMy JuLy (CyObeKTy NMepcOHaIbHBIX
JTAHHBIX).

1.6. TTonmb3oBatens WHGOPMAITMOHHONW CHCTEMBI TMEPCOHABHBIX JAHHBIX — PAOOTHHK,
OCYLIECTBISIOIIMNA  00pabOTKY MEpPCOHAIBHBIX JAHHBIX B HMH(POPMALMOHHOM cucTeMe
NEPCOHATIBHBIX JAHHBIX.

1.7. CpeactBo 3ammrthl MHQOpManuu — IOporpaMMHOE oOecreyeHHue, IpOrpaMMHO-
anmapatHoe  o0ecriedeHue, anmaparHoe — oOecliedeHue, BEIIeCTBO WM  MaTepuall,
IIpeJHA3HAYCHHOE UJIM UCIIOJIb3yeMOe ISl 3alllUThl HH(POPMALIUK.

2. OO01me mMoJoKeHus

2.1. Hacrosmas WHcTpykuus 1o mapoipHOM 3ammure uHpopmaimuu B MBOVY
Mapdoosckas COL (nanee — MHCTpyKuMs) ycTaHaBIUBAaET TPeOOBAHUS U OTBETCTBEHHOCTD IIPU
OpraHu3aluM MapoJbHOM 3aIIUThl MH(pOPMAIMM, a TaKKe ONpEeAesseT MOPSJOK KOHTPOJs 3a
NEUCTBUSAMHU TIOJIb30BaTeNIe M OOCIYXHBAIOIIErOo IepcoHala HH(OPMAIMOHHBIX CHUCTEM
nepcoHanbHbIX AaHHBIX (Hanee — MUCIIJIH) npu paboTte ¢ maposisiMu.

2.2. TpeGopanus Hactosued MHCTpyKIuM sSBISIOTCS 00sA3aTENbHBIMU JUIS MCTIOJTHEHUS
BceMH mousb3oBatessiMu U agmuHuctpatopamu UCII[In MBOY Mapdosckas COL (manee —
VupeskaeHne), UCTOIb3YIOIIUME B CBOCH paboTe CpeICTBA BHIYMCIUTEIBHON TEXHUKH.

2.3. Bce nonw3oBarenu u agmunuctpatopsl MCIIJIH YupexiaeHus, HUCHONb3YIOIIME B
cBoell paboTe CpeicTBa BBIYUCIUTEIBHOM TEXHUKH, [JOJDKHBI OBITh O3HAKOMJIEHBI C
TpeOOBaHUAMU HacTosAeH NHCTPYKIIMU O MOIIHCh.

2.4. Hactosmas WHCTpyKIMs SBISETCS JIOTOJIHEHHUEM K JEHCTBYIOIIMM JOKaJIbHBIM
HOPMAaTHUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIpocaM oOecredeHuss 0e30macHOCTH
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CBE/ICHUI KOH(UICHIMAIBHOTO XapakTepa, B TOM YHCJIE€ M IEPCOHAIBHBIX JAHHBIX (Hajee —
[1/1H), ¥ HE UCKITIOYAET 00s3aTEILHOTO BHITIOJHEHUS UX TPEOOBAHUIA.

3. TpeboBaHus, npexbsBjsieMble K HIeHTUPUKATOPAM (KOAaM) H MAPOJIsIM (TOPST0K
¢opMupoBanus u oOpanieHus ¢ HUMHM)

3.1. Asropmsammsi  mosb3oBarencii  MICII[IH  ocymiecTBisieTcss  TyTeM  BBOJA
UACHTU(PHUKATOPA /WA TTApOJIs.
3.2. TpeboBanus k (GOPMUPOBAHUIO TAPOJICH 1 OOPAIEHUIO C HUMH.

3.2.1. Tlapons dopmupyeTcss TpU CO3TAHHH YYCTHOW 3alFICH OTBETCTBEHHBIM
obecneuenue 6e3zonacHoctu I1[n B UCIIIH wnu agmunuctparopom MCII[IH, npu nepBuyHOM
BXOJI€ B YUETHYIO 3aIIHCh MAPOJIb JOJDKEH OBITH M3MEHEH BIIAIEIBIIEM.

3.2.2. Bnazmenblbl TMYHBIX TApoJiei 00s3aHbI 00ECTIEUYNTh UX TalHY.

3.2.3. Tlaponu reHepupyIOTCs ¢ YUETOM CIEAYIOMUX TpeOOBaHHIA:

—  MapoJib JOJDKEH 3HATH TOJBKO €ro BIIAIENeIL;

—  JI7IMHA MapoJis JOJHKHA ObITh HE MEHEE 8 CHMBOJIOB;

— B mapoJie 00s3aTeIbHO JIOJDKHBI MTPUCYTCTBOBATH KaK IU(PHI, TaK U OYKBBI Ha
BEPXHEM U HIKHEM PETHUCTPaX;

— Taposib HE JOJDKEH BKJIIOYATh CMBICIOBYIO Harpy3ky (uMeHa, Qamuiuy,
HAaMMCHOBAHMs OpraHW3aluid, YW, TOPOJOB H T.JA.), OOIIENpPUHSTHIC
cokpamenust (userOl, password02 w T.n.) U TOCJIeAOBATEIbHBIC COYCTAHUS
kiaBuin kinaBuatypsl (qwertyOl, Uiyken12);

—  MaKCHMAaJbHbIA CPOK EUCTBUS mapoJisd coctasisieT 120 nuei;

—  MUHHUMAaJbHBIN CPOK JEHCTBUS MAPOJIST COCTABIISIET 2 JTHS;

— KOJIMYECTBO HEYAAYHBIX TMIOMBITOK BXOJa B CHCTEMY, MPUBOJMAIIEE K
OJIOKMPOBKE YUETHOM 3aIUCH MOJIH30BaTENs JOJHKHO OBITH HE Oostee 6.

3.2.4. TpeboBanus K GOPMHPOBAHUIO IMAPOJIEH OOECIEYMBAIOTCS TEXHUUYCCKUMHU
BO3MOXHOCTSIMU HCHOJIB3yEMbIX OINEPALMOHHBIX CHUCTEM, CPEACTB 3allUThl HH(pOpPMALMU U
MH(OPMALIMOHHBIX PECYPCOB.

3.2.5. TlonHas maHoBas CMeEHa MapoJied IMO0JIb30BaTeNed [OJDKHA MPOBOJUTHCS
peryispHo, He peke OJHOTO pa3a B mHoiroia. BHemianoBas cMeHa Mapojsi MPOU3BOIUTCS B
cllydae ero KOMIIpOMETaIlH, a Takxke 1o npockoe nmosszosarens UCIT/IH.

3.2.6. Xpanenue nons3zoBatensimu WCIIJIH 3HadeHuii cBoWX mapolieii Ha OyMakHOM
Hocutene 3AITPEIIIEHO.

3.2.7. Tlonb3oBarenr HE HMEET IMpaBa COOOIIUTh JIMYHBIA Mapojb JIPYTUM JIMILIaM
(pa3peraercs TOJIBKO C COTJIACOBAHMS OTBETCTBEHHOTO 3a olecredeHue Oe30MacHOCTH WU
anmunauctparopa WMCII/H mpu HanuYuu TEXHOJIOTHMYECKONW HEOOXOJUMOCTH HCIOIb30BaHUS
MMEH M Tmapojieil pabOTHHUKOB B WX OTCYTCTBHE B Cllyuae BO3HUKHOBEHHUS HEIITATOHBIX
cutyauuit, popc-MaxXOpHbIX 00cTosITENbCTB U T.1. I10 Bo3palieHnto pabOTHUKHM 00s3aHbI cpas3y
K€ CMEHHUTbH CBOM MAapOJIM Ha HOBBIE 3HAUEHUS COTJIACHO JaHHOW VHCTpyKIum).

3.3. Tlopsamox cMeHbI maposiei U uACHTU(PUKATOPOB MPU U3MEHEHUSX B OPTaHU3aI[HOHHO-
HITaTHOU CTPYKTYype (KaJpoBble NEPECTAHOBKHU, YBOJIbHEHHE PAOOTHUKOB):

3.3.1. Ilpu npekpareHun JelcTBUS TPYAOBOTO JIOTOBOPA ¢ PAOOTHUKOM BCE CO3aHHBIE
JUIsL 9TOrO pabOTHUKA y4eTHBIE 3amucH (T0JIb30BaTEIbCKOE UMS1) MOJIEKAT OJOKHMPOBAHUIO HE
Mo3/7Hee, YeM B JeHb YBOJIbHeHHMs paboTHuka. I[loimHoe ynaneHue y4yeTHBIX 3amucei
MIPOU3BOJUTCS B TEUEHUH 5 pabouux AHEH co THS yBOJIbHEHHUS paboTHuKa. OCHOBaHHMEM JUIS
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OJOKMPOBAHUSA U TIOCJIEAYIOIIErO YIAJIEHUs YYEeTHBIX 3amuceld paOOTHUKA SIBISAETCS 3asBKa,
IIPE/ICTaBICHHAs] HETOCPEICTBEHHBIM PYKOBOJIUTENIEM YBOJBHAEMOIO HE IO3/HEE, 4YeM 3a 3
pabouux AHS O JHS €r0 YBOJbHEHHUS.

3.3.2. llpy mpoBenEHUH  OPraHMU3ALUOHHO-IITATHBIX  MEPONPUATHN  (KaIpOBBIC
IIEPECTaHOBKM) HEMOCPEJCTBEHHbI PYKOBOAMTENb CTPYKTYpPHOTO IOJpa3feiieHust 00s3aH
npencraBuTh aamuauctparopy UCII/IH 3a8BKy Ha ©3MEHEHHE B IIpaBax JOCTYIIA.

3.4. Tlopsanok neicTBUN MPU KOMITPOMETAMHT HACHTU(PUKATOPOB U TTAPOJICH.

3.4.1. Tlox xommpomeranyell TMOHMUMAETCS: yTpara HapoJisi y4eTHOW 3amuch W (WiH)
napoJs UASHTH(PHUKATOPA, pasTialieHHe yIeTHOHN 3alMCH MapoJIs WM Mapoist UACHTHPHKATOPA
(sIBHAs KOMIPOMETALINA), UIM WHAsl CUTYyallus, KOTOpas 1aeT OCHOBAHUE JJISl MPEATION0KEHHS O
HapyIIeHUH KOH(UICHIIMATIbHOCTH Mapojied n HIeHTU(PUKATOPOB (HEsBHAs KOMIIPOMETAIHS).

3.4.2. Tllpu BeIssBIeHHH (akTa yTpaThl TapoJisi, pasrJIAICHUs MapoJisi, MapoJisi
UJeHTU(PUKATOpa, CaMOro WIAEHTU(UKATOPA M0JIb30BaTENb 003aH HE3aMEeUINTEIbHO COOOIIUTh
O JaHHBIX (aKTaXx CBOEMY HEMNOCPEACTBEHHOMY pYKOBOJUTENI0 M OTBETCTBEHHOMY 3a
obecneuenue 6e3onacuoctu [1/In B UCII A unu agmunuctparopy UCITH.

3.4.3. B ciywae BeIsiBIIeHHS (aKkTa KOMIIPOMETAIlMH HWACHTH(PHKATOPOB M MapoJieit
nosb3oBarens aamunuctparop MCII[H umm oTBETCTBEHHBIM 3a obecrieueHUEe O€30MaCHOCTH
[T11a 8 UCII/x o0s3aH HEeMeneHHO 3a0JJ0KUPOBATh YYETHYIO 3alUCh JAHHOTO TOJIH30BATENS U
HEe3aMeUINTEIbHO MMPOU3BECTH BHEIUIAHOBYIO CMEHY HapoJIsl A7l 3TOTO MOIb30BaTENS.

4. IlpaBa u 00SI3aHHOCTH

4.1. Ocnosuble 3agaun anmuauctparopa MCIIx:
—  OpraHu3alys yCTaHOBKH CPEICTB UACHTHU(PHUKAIIUU U ayTeHTU(UKALINUN;
—  opraHuzauus napoJjibHou 3anuThl Bo Becex MCII/IH;
—  BBbIJa4a MEPBUYHBIX MApOJIeH, U 3JIEKTPOHHBIX MEPCOHAIBHBIX UICHTU(PHUKATOPOB U
MapoJer K HUM;
—  OCYIIECTBJICHHME KOHTPOJISI 33 COCTOSHUEM CHUCTEMbl IapOJbHOM  3alUThI
nadopmanuu B UCIT/IH.
4.2. Anmunuctparop UCII/In nmeer npaBo:
— BHOCHUTb MPEIJIOKEHHUS [0 COBEPIICHCTBOBAHUIO CHCTEMbI IMAPOJBHOM 3allUThl
napopmanuu B UCIT/IH;
— TpUHUMATh y4YacTHe B IUIAHUPOBAHUU MEPONPUATUN IO TMAPOJILHOM 3alliuTe
unpopmanuu B UCII[AHM numaHupoBaHUM OCHAIEHUSI CPEICTBAMU HUICHTH(PHUKAIIIU
U ayTeHTH(HUKAIIH;
—  OCYILIECTBJISATH KOHTPOJb COCTOSIHUS CPEACTB UACHTU(DUKALIMY U ayTeHTU(UKALIUN B
NCTIH;
—  MHHIMHPOBATH CIy:KeOHbIE MPOBEPKHU U Y4aCTBOBAThH B MPOBEJICHUU pacclieOBaHUN
1o akTamMm KOMIPOMETAIINY;
— OKa3bplBaTh TIOMOIIb B pEIIEHUU NPOOJIeM, BO3HUKAIOIIUX TMPU OSKCILTyaTalluu
CPEICTB UACHTU(UKAIIMY U ayTeHTU(DUKAIIUH.
4.3. OO053aHHOCTH B YacTH MApOJLHOW 3alUThl UHGOPMAIIUU OTPAKEHBI B MHCTPYKIIHH
anmuHucrparopa UCII/IH.
4.4. Tlonp3oBarensm MCII/IH B cBOeli paboTe 3amperiaercs:
— coo0mare KOMY-THOO CBOW IUYHBIA TapoJib W/MIU Tapoib K DIEKTPOHHOMY
MePCOHATBLHOMY UICHTH(PUKATOPY;
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— mepeaBaTh KOMY-JIHOO BBIIAHHBIN 3JIEKTPOHHBIN MEPCOHATBHBIN HACHTU(PHKATOD;

—  OCywecTBIATh Bx0J B omeparnuoHHbie cuctembl WCII[IH m B mHpOpManuOHHBIE
PeCypCHI MO Uy)KUMH HIICHTU(DUKATOpaMH U TIAPOJISIMH;

—  OTKJIIOYAaTh CPENICTBA UACHTU(DUKAIIUN U ayTeHTU(DUKAIIH.

45. B cnyvae mosBICHHS TOJO3pEHHH Ha (haKT KOMIIPOMETAI[MH Tapojisi, a TaKkKe B
cllyyae BBISIBJICHUS HHUOUACHTOB ((akTOB M T.I.), CBA3aHHBIX CO COOSIMH B PaboOTe CPENCTB
UACHTU(HUKAINKA ¥ ayTeHTU(UKAIINH, TI0JIH30BATEIN 0053aHBl HEMEIJICHHO MTPOUH(POPMHPOBATH
00 3TOM OTBETCTBEHHOTO 3a obecnieuenne O6e3onacuoctu [1/ln B MCII/IH nnm agMuHUCTpaTOpa
NCTI/n.

5. OTBeTCTBEHHOCTD /I0JZKHOCTHBIX JIMI] B PAMKAX CHCTeMbI APOJIbHOM 3a1UTHI
uHopMmanuu

5.1. Tlonb3oBaTenu, OTBETCTBEHHBIN 3a obecrneuenue OeszomacHoctu [/l B UCII/In u
anmuauctparop MCII[lH HecyT OTBETCTBEHHOCTh 3a HEHaJJIeXallee HCIOJHEHHE WU
HEUCIIOJIHEHUE CBOMX 00513aHHOCTEN, IPeTyCMOTPEHHBIX HacTosel NHcTpykunel, B mpenenax,
OTIpe/IeNIeHHBIX AEUCTBYIOIINM 3aKOHOAaTeabCcTBOM Poccuiickoit @eneparuu. 3a HecoOI0AeHNE
TpeboBaHui 3akoHonatenbcTBa Poccuiickoit denepanuu mperycMOTpeHa Tpa)AaHCKas,
YTOJIOBHAs, aAMHUHUCTPATUBHAS, TUCIUIIIMHAPHAS OTBETCTBEHHOCTD.

5.2. Tlosp3oBarenu, OTBETCTBEHHBIH 3a obOecriedenune Oe3omacHoctu I1/In B VCIIIH n
anmuauctparop HCII[lH HecyT OTBETCTBEHHOCTh MO JEHCTBYIOUIEMY 3aKOHOJATENIbCTBY
Poccuiickoit deneparuu 3a pasriaiieHue CBEACHUN KOH(DUICHIIMATLHOTO XapaKTepa, CTaBIIUX
W3BECTHBIMU TP BBINOJHEHUH CIIY’K€OHBIX OO0S3aHHOCTEH, B TOM 4YMCJE MPETYCMOTPEHHBIX
Hacrosmen MHcTpyKkuuei.

6. Cpok aeiicTBHs U MOPSIOK BHECEHUsI M3MeHEeH Uit

6.1. Hacrosmas MHcTpyKKs BCTYNaeT B CUIIy C MOMEHTA €€ YTBEP>KICHHS U JACHCTBYET
OeccpovHO.

6.2. Hacrosmas MHCTpyKIUS TOIEKUT NEePEecCMOTPY HE Peke OJTHOTO pa3a B TPU rojia.

6.3. H3MeHeHus U [OMOJHEHHUsS B HACTOALLYI0 HHCTPYKIMIO BHOCSTCS MPUKA30M
Hupektopa YupexaeHus.



12

IIpunoxenne3
K TIpUKa3y
or 30.12.2022r. Ne 255

HNHCTPYKLIUSA
10 AHTUBUPYCHOM 3a1UTe
MBOY Mapdosckasa COLI

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTomMaTH3UpOBaHHOE pabouee MECTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
IIpeHa3HaYeHHBIN [ aBTOMAaTU3alluK JESTEIbHOCTH OIPEEIIEHHOTO BUAA.

1.2. AHTUBUpYCHAs 3alIUTa — 3allUTa WHGOPMAIMKA U KOMIIOHEHTOB MH(OPMAITMOHHON
CHUCTEMBI OT BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYcOB) (0OHapy:KeHHE BPEAOHOCHBIX
KOMIBIOTEPHBIX MPOTpaMM (BUPYCOB), OJTOKUPOBAHUE, U30JTUPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJaJeHue BPEJOHOCHBIX KOMIIBIOTEPHBIX TPOrpaMM (BUPYCOB) U3 «3apakeHHBIX» 0OBEKTOB).

1.3. adopmannonHas cuctemMa rnepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHANBHBIX TaHHBIX U 00ECIEUNBAIOIINUX UX 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

1.4. O6paboTka TEpCOHANBHBIX JAaHHBIX — J000€ JAelcTBUE (Oomeparusi) WIn
COBOKYIHOCTb  JeMcTBHIl  (omepammii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 HUCIIOJIb30BAHUS TaKUX CPEJCTB C NEPCOHAIBHBIMU JTAHHBIMHU, BKJIHOYAS
cOop, 3amuCh, CUCTEMATH3AIMIO, HAKOTUICHHUE, XPAaHCHUE, YTOUYHEHNE (0OHOBJICHHE, N3MECHEHHE),
U3BJICYEHUE, UCIOJb30BaHUE, TNepenady (pacrnpocTpaHEHHe, MpeloCTaBlIeHUe, JOCTYII),
o0e3nuynBaHue, OJIOKUPOBAHUE, YIalIEHUE, YHUUTOXKEHHUE TePCOHATbHBIX JaHHBIX.

1.5. KondpunennmanbHocTh HMHPOpMANIMA — 0O0s3aTENBHOE IS BBITIOJIHEHHS JIHIIOM,
MOJIYYUBIIUM JIOCTYI K ONpenesieHHoN uHpopMmanuu, TpeOoBaHHE HE IepelaBaTh TaKYIo
WH(pOpMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00aaaTes.

1.6. IlepconanpHble naHHbIE — JIFOOAass WHQPOpPMALMSA, OTHOCAIIAACS K MPSMO WM
KOCBEHHO OIIPE/ICJICHHOMY WJIM OmpeensieMoMy (pu3ndeckoMy Juiy (CyObeKTy MepCOHATbHBIX
JTAHHBIX).

1.7. [lonb3oBarens MHOOPMALMOHHONW CHUCTEMBbI NEPCOHAIBHBIX NAHHBIX — PAOOTHUK,
OCYILIECTBISIONIMI  00pabOTKy MEepCOHaJIbHBIX JAaHHBIX B HH(POPMALIMOHHOW cHCTEME
MePCOHATBHBIX JTAHHBIX.

1.8. CpenctBo aHTHBUPYCHOM 3alllUTBI — MPOrPAaMMHOE CPEJICTBO, peallu3yloliee
GyHKIMM OOHApYXKEHUSI KOMIBIOTEPHBIX MPOTrpamMM JIMOO MHON KOMIBbIOTEpHOU HHbOpMaiuy,
MpeIHA3HAYCHHBIX JIJIs1 HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS, OJOKHUPOBaHUS, MOIU(PUKAIUY,
KOMUPOBAaHUA KOMIBIOTEPHONH HHpOpMAMM WIM  HEUTpanu3alUu  CPEJICTB  3aIUThI
uHOpMaINK, a TAKXKe pearupoBaHus Ha OOHAPYKEHUE 3TUX IPOTrpaMM U MH(POpPMAaIUH.

1.9. CpeactBo 3anmthl MHGOpMAnMM — HOporpaMMHOE oOecreyeHue, MpOoTrpaMMHO-
anmapatHoe — oOecledeHue, anmaparHoe  oOecliedeHue, BEIIeCTBO WM  MaTepuall,
IpeJHa3HAYCHHOE UIIH UCIIOJIb3yeMOe ISl 3alllUThl HH(POPMALIUH.

2. O0wmme mMoJIOKEHNA

2.1. Hacrosmas Muctpykums no antuBupycHoi 3ammre MBOY Mapdosckas COILI
(manee — MWHCTpyKuHMsI) peryiaupyeT BOIPOCHl OpraHM3allMd AHTUBUPYCHOM 3alllUThl U
TpeOOBaHUS K HOPSIIKY IPOBEJCHUS aHTUBUPYCHOT'O KOHTPOJISL.
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2.2. WHCTpyKIMsS yCTaHaBIMBAaeT TPEOOBAaHHMS W OTBETCTBEHHOCTh INPH OpPraHU3aLUU
3amUThl  MHQOPMAIMM OT  Pa3pyIIAIOUIETO BO3JCHCTBHA BPEJOHOCHBIX TMPOTPaMM  —
KOMIBIOTEPHBIX BUPYCOB.

2.3. TpeGoBanus Hacrosmiei MHCTpYKIMK SBISIOTCS 00sA3aTENbHBIMU JUIS UCTIOTHEHUS
Bcemu pabotHukamu MBOY Mapdosckas COLI (manee — YupexaeHus), UCTIOJIB3YIOIIUMHU B
CBOEH paboTe cpe/ICTBA BHIYMCIUTEIBHON TEXHUKH.

2.4. Bce paboTHHKH YUpexJeHUs, UCIONB3YIOIINE AaHTUBUPYCHBIE CPEICTBA, JOJDKHBI
OBITh 03HAKOMJICHBI C TPEOOBAHHUSIMH HACTOSIIIEH MHCTPYKIMEH 11O/ TOIHCH.

2.5. Hacrosmas WHCTpyKIusi SIBISIETCS JOMOJHCHHEM K JICHCTBYIOIIMM JIOKAJIbHBIM
HOPMATHBHBIM akTaM (BHYTPEHHUM JIOKYMEHTaM) TI0 BOIpocaM oOecredeHHus Oe30MacHOCTH
CBE/ICHUI KOH(HICHIIMATBHOTO XapakTepa, B TOM YHCJE M MEePCOHAIBHBIX TaHHBIX (nanee —
[1/11), 1 HE UCKITIOYAET 00s3aTEIILHOTO BBHITIOJIHEHHS MX TPEOOBaHMIA.

3. TpeOGoBaHUsI K AHTUBMPYCHBIM CpPeICTBAM

3.1. B VupexaeHuu K TNPUMEHEHHUIO [IOMYCKAIOTCSA JUICH3NOHHBIE AHTHBHPYCHBIE
porpaMMHble ¥ (WIKM) MpOrpaMMHO-aNmapaTHble CpeAcTBa (aHTUBUPYCHBIE CpEACTBA),
3aKyIUICHHbIE Y pa3pabOTUnKa yKa3aHHBIX CPEJCTB MM €ro OPUIMAIBHBIX AUIIEPOB.

3.2. AHTHBHUpYCHBIE CpPEACTBA JIOJDKHBI (YHKIIHOHHUPOBATh B TCUCHHE BCETO BPEMEHH
paboThl CPEJICTB BHIYUCIUTEIHHON TEXHUKU (OT MOMEHTA 3arpy3KH ONEPallMOHHON CHCTEMBI JI0
MOMEHTA €€ BBITPY3KH).

3.3.  AHTHBUPYCHOE CPEJCTBO HE JIOJDKHO CYIIECTBEHHO 3aTPYAHITH PaOOTOCIIOCOOHOCTh

CPEICTB BBIYUCIUTENIbHON TEXHUKU UH()OPMAIIMOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX (Jajee —
NCTI/n).

4. TlpaBa u 00513aHHOCTH

4.1. AHTUBHPYCHOW 3aIllUTE IOJUICKHUT BCs, OOpabaThiBaeMas B YUPEKICHUU IIPH
MOMOIIM CPEJICTB BBIYMCIUTEIBHON TEXHUKH, HWH(OpMalMs, HE3aBUCUMO OT OrpaHHYEHUI
JIOCTYTIa K HEM.

4.2. @aiinbl, MOMeNIaeMble B AJCKTPOHHBIM apXHUB JOJDKHBI B 00S3aTEIBHOM IMOPSIKE
MIPOXOJUTh AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBnuBaemoe (M3MEHSEMOE) TMporpaMMHOE oOecredyeHue JOJHKHO —ObITh
MpEeABAPUTEIILHO MPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4. B UCII[Ix 3anpermiaercs yCTaHOBKa MPOTPAaMMHOTO OOecrieueHus, He CBSI3aHHOTO C
BBITIOJIHEHHEM  (DYHKIUH, MPEeIyCMOTPEHHBIX TEXHOJOTUYECKUM IpoleccoM o0paboTKu
nHpopMaIuu.

4.5. CompoBoxaeHnue (peryisipHoe OOHOBJICHHE, aHTUBHUPYCHBIH KOHTPOJIb, BBISBICHHE
(akTOB 3apaKeHUsI U MPOBEACHUE CITY)KEOHBIX pPaccleOBaHUI) MPABUJI aHTUBUPYCHON 3aIIUTHI
BO3JIararoTCsl Ha OTBETCTBEHHOTO 3a oOecnieueHue 6ezomacuoctu I1/{n B UCTI/IH.

4.6. OcHOBHBIC 3a7]a91 OTBETCTBEHHOTO 3a obecrieuenue 6e3onacHocT [1JIn B UCIT/{H:

— OpraHu3anus npolecca yCTaHOBKU aHTUBUPYCHBIX cpeacts B MCII/IH;

— COMNPOBOXICHHE AHTUBUPYCHBIX CpPeACTB (OOHOBIIEHWE, AaHTUBUPYCHBIH KOHTPOJIb,
COTPOBOXKJCHUE JEUCTBUN TMOJIb30BATENell B CiIydasX OOHApYKEHUS BHUPYCOB,
obecrneueHne paboTOCIOCOOHOCTH AaHTUBHPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSHUSI CHCTEMBbl aHTHUBUPYCHOW 3alIuThl HHPOpPMAIUH B
YupexaeHuu.
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OtBercTBeHHBIM 3a oOecneuenne Oe3zomacHoct [IJln B MCIIJIH Hecer

OTBCTCTBCHHOCTD 3a:

4.9.

32 CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;

3a JKCIUTyaTaluio (aHTUBUPYCHBIH KOHTPOJb, pabOTOCTIOCOOHOCTh AHTHBHPYCHBIX
CPEACTB, CONPOBOXKJIEHHE MACHCTBUI TMOJB30BATENICH B Cilydasix OOHapYyKEHUS
BHUPYCOB) CHCTEMBI aHTUBUPYCHOH 3aIlIMTHI HHPOPMAIINH;

3a CBOEBPEMEHHOE OOHOBJICHHE JIMLIEH3UI Ha aHTUBUPYCHBIE CPE/CTBA;

3a CBOEBPEMEHHOE OOHOBJIEHNE aHTUBUPYCHBIX 0a3.

OtBercTBeHHBIH 32 oOecrieuenue 6e3onacuoctu [1/n B UCII/n umeer npaso:
BHOCHUTH NPEUIOKEHHS 110 COBEPIICHCTBOBAHUIO CHUCTEMBl aHTUBHUPYCHOM 3alllUTHI
nHpopmanuy;

MPUHUMATh y4acTHE B IJIAHUPOBAHUM MEPOIPHUSITHM MO AaHTUBUPYCHOW 3alIUTe
nH(pOpMalUY U TJIAHUPOBAHNN OCHAIICHUS] aHTUBUPYCHBIMH CPEACTBAMY;
OCYILIECTBIISITH KOHTPOJIb COCTOSIHUSL CPEJICTB aHTUBUPYCHOM 3alIUThI MH(GOpMaLIUU B
Yupexnenuu;

WHULMUPOBATH CIyXEOHbIE MPOBEPKH M y4acTBOBATh B MPOBEACHUU paccie0BaHUN
o ¢axram 3apaxxkenus Bupycamu UCII/IH u cpeacTB BHIYMCIUTENBHON TEXHUKH;
OKa3bIBaTh IOMOIIb B pEIIEHWU MpoOsieM, BO3HUKAIOIIUX IPU SKCILTyaTaluu
CPEICTB aHTUBUPYCHOMN 3aLIUTHI.

Ilonp30BaTens aHTHUBHPYCHOTO CPEACTBA — JMIO, Ha pabouyeM MecTe KOTOPOro

MIPUMEHSIETCS] aHTUBUPYCHOE CPENICTBO.

4.10.

5.1.

[Tonb3oBaTensiM aHTUBUPYCHBIX CPENICTB 3aMPEIIAETCS:

MEHSATh HAaCTPOMKHM WM OTKJIIOYaTh CPEICTBAa aHTUBHUPYCHOM 3alllUThI BO BpeMs
paboTHI;

WCIOJIb30BAaTh CPEACTBA AHTHUBUPYCHOM 3aIIUTHI, OTIMYHBIE OT YCTAHOBJICHHBIX
CPEICTB;

0e3 paspelieHuss OTBETCTBEHHOTO 3a obecrieuenue OezomacHoctu [1JIn B UCII/IH
KOIMUPOBATH JI0ObIE (haiiibl HA ChbeMHbIE HOCUTENU MH(OpPMalLlUU, YCTAaHABIUBATD U
WCIIOJIb30BaTh JI00O€ TMporpaMMHOE oOecredyeHue, He IMpelHa3HauYeHHOe IS
BBITIOJIHEHUS CITY’KEOHBIX 3a/1ay.

5. Tlopsiiok ¥ NePpHOANYHOCTH OOHOBJIEHUSI AHTUBHPYCHBIX 0a3

CBO@BpeMeHHOC oOHOBIIEHHE 0a3 JaHHBIX CpCACTB aHTI/IBI/Ipy0H0ﬁ 3allIUThI

uHdopMaluyd SABJISETCS HEOThEMJIEMOM u4acThlo oOecriedueHuss dS(PPEKTHBHON MOJUTUKU
AHTUBUPYCHOU 3aIIUTHI HH(MOPMAIIUH.

5.2.

VYcraHoBke OOHOBIIEHMH A0JDKHO mpenmiectBoBath TectupoBanue WCIIJIH Ha

OTCYTCTBHUC HCTaTUBHBIX BO3JCHCTBUM OT BHOBb YCTaHAaBJIMBAECMBbIX OOHOBJICHHIA.

5.3.

YcTaHOBKE HOBBIX BepCHﬁ nporpamMmMHOro oOecrieueHUs WM BHECCHUIO M3MCHEHUM

W JIOTIOJIHEHWH B JCHCTBYIOIEE MPOrpaMMHOE OOECIICUeHHE JIOJDKHO TMPEIIIeCTBOBATh
tectupoBanue WCIIJIH Ha OTCYTCTBHE HEraTHBHBIX BO3ICHUCTBHI YKa3aHHOTO IMPOTPAMMHOTO
obecrieueHus.

5.4.

[leproanyHOCTh OOHOBIICHHSI AaHTUBUPYCHBIX 0a3:

oOHOBNIeHHE aHTUBUPYCHBIX 0a3 ans Bcex MCII[IH, nmeromux MOAKIIOYEHHE K
CeTsM OOIIEero MOoJIb30BAHUS U CETSIM MEXIYHApOIHOTO MH(POPMAIIMOHHOTO 0OMeHa,
JIOJDKHO OBITh  €XKeTHEeBHbIM. VICTOUHMK OOHOBIEHHMS — cepBep pa3paboTumka
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AHTUBHPYCHOTO CpEIACTBa, JHOO COOCTBEHHBIH IEHTPAIM30BAHHBIN CETEBOU
HMCTOYHUK OOHOBIICHWH, TOJy4yaromuii OOHOBJICHUS C cepBepa pa3paboTduka
AHTUBUPYCHOI'O CPENICTBA.

oOHOBJIcHUE aHTUBUPYCHBIX 0a3 miust UCII/{H, He UMEIONUX MOAKIIIOUEHUE K CETSIM
o0IIero TMOoJIb30BAaHUA M CETSAIM MEXIYHapOIHOTO HH(pOpMAMoOHHOTO OOMeHa,
OOHOBJICHHE JOJDKHO OBITH HE MeHee | pa3a B Hememto. McTouHMKOM OOHOBJICHHS B
JAHHOM clly4ae SIBJISIFOTCSI aHTHUBUPYCHbIE 0a3bl, 3allMCaHHbIE HA IPEIBAPUTEIHLHO
YUTEHHBIH B YCTAaHOBJIEHHOM HOPSJIKE ChEMHbBIN MAIIMHHBIA HOCUTEIh UHPOPMAIIIH.

6. HOpﬂ)IOK U NNEPUOANTHOCTD NMPOBECACHUA AHTUBUPYCHOI'0O KOHTPOJISA

OObeKkTaMy aHTUBUPYCHOTO KOHTPOJIS SIBJISIFOTCSI:

KECTKUE MarHUTHBIE JUCKHU padouux craHuuil u cepsepoB UCII/IH;

CEeTeBbIE€ XPAaHWINIIA (CHUCTEMBI XpaHEHUS IaHHBIX);

OTepaTUBHAs U CUCTEMHAas NaMsATh CPEACTB BHIYMCIUTEIbHON TEXHUKHY;

ChbEMHbIE MAIlIMHHbIE HOCUTENIU HHPOpMAIUH;

BXOJISLIUHN U UCXOJAIINHM KOHTEHT (BeO-TpaduKk);

¢ailnpl, noaydaeMmble M IE€peJaBacMble dYepe3 CeTH OOIIero MOoIb30BaHUS U
MEXAYHApOIHOTO HH(OPMALIMOHHOTO 0OMEHa;

MIOYTOBBIE COOOIIEHHUS FIMEKTPOHHON MOYTHI.

AHTHUBHUPYCHBI KOHTpOJIb BXOJIEH HHPOPMALMM CO CBEMHBIX MAaIIWHHBIX

HocuTenel wHpOpMaMK HEOOXOIUMO TMPOBOAWTH JI0 TepeHoca WH(opMmanuu Ha KECTKUN
MarHuTHBIH JUCK pabodeil CTaHIMM WM ceTeBoid auck. Mudopmarus, momydaemas 1o
TEJIEKOMMYHUKAIMOHHBIM KaHajlaM, JOJDKHA TMPOBEPATCS BO BpeMs, MWJIM cpazy Iocie

nosrydeHus. KOoHTposib ucxoasmied WHpopManud HEOOXOJMMO TPOBOIHMTH HEMOCPEICTBEHHO
nepes OTIPaBKOM (3aMUChI0 Ha ChEMHBIN HOCUTEIh).

6.3. Bwuasl ¥ nepuoAMYHOCTh AaHTUBUPYCHBIX MPOBEPOK MPEACTABIICHBI B Ta0HIIE 1.
Tabauma 1
hE OOBeKT KOHTPOJIS Bun nposepku e
n/n MIPOBEPKU
1 JXKecTknue MarHUTHBIE JUCKH pabovnx [TonHas nmpoBepka 1 pa3 B Mecsn
cranuuii u cepsepos UCII I BricTpoe ckannpoBaHue 1 pa3 B HeferO
2 CerteBble XpaHUIAIIA (CHCTEMBI XPaHEHHS TonHas mposepka 1 pas B meosn
JTAHHBIX )
3 OmnepatuBHas U cucreMHas maMsath cpencts | [lomHas mpoBepka 1 pa3 B mecsI1
BBIUUCIIUTENPHON TEXHUKU BricTpoe ckaHMpOBaHUE 1 pa3 B HezenI0
[Ipu xaxnom
4 |CpemHbIe MalIMHHBIE HOCHTENH MH(popManuH | [lonHast npoBepka
MOAKIIOUEHUN
MunnMaapHO He00X0AUMOe TpeOOBaHHE -
5 |Be6-tpadux HACTPOIKa aHTUBHUPYCHOTO CPEJCTBA 10 [MocTosHHO
YMOJTYaHHIO
@aiinbl, OJIy4aeMble U NIEpEeJaBaeMbIE Uepe3 [Ipu xaxaom
6 |cern oOiero Moab30BaHUA U ITonnas nmpoBepka MOJIYYCHNH U
MEXIYHAPOIHOTO HHPOPMAIIMOHHOTO 00OMEHA OTIIPaBKe
MunnMaapHO He00X0AUMOE TPeOOBaHHE - [Tpu kaxmgom
7 |TlouToBbIe COOOMIEHNS SIMEKTPOHHON TTOYTHl | HACTPOHKA aHTHBHPYCHOTO CPEZICTBA 110 MOJYYCHNH 1
YMOJTYaHHIO OTHpaBKe

7.1.

7. Tlopsinok aeiicTBUii Npu 00HAPY:KEHHH BHPYCOB

OcHOBHBIMU TyTSIMH TpoHUKHOBeHUs BUpycoB B UCII[IH sBnstoTcs: noOble

CbCMHBIC MallIMHHBIC HOCUTCIIN I/IH(I)OpMaLII/II/I, QJICKTPOHHBIC TTOYTOBBIC COO6H_[CHI/I$I, Tpa(I)I/IK,
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MOJIy4aeMblii U3 ceTel OOIIEero MOJIb30BAHUS U CETed MEXIYHAPOJHOTO HH(POPMAIMOHHOTO
oOMeHa, paHee 3apakeHHbIE padoUre CTAaHLIMU U CepBepa.

7.2. B cnydae oOHapyKEHHS BHUPYCOB IPH BXOJHOM KOHTPOJICE CHEMHBIX MAITUHHBIX
HocuTened wuHpopManuu, (HalaoB WIM 3IEKTPOHHBIX IMOYTOBBIX COOOIICHUIA, MOJIH30BATEIb
JIOJIKEH:

— HEMEIUICHHO MPUOCTAHOBUTH BCE PabOTHI HA CBOCH pabouel CTaHIIUU;

— COOOIHUTH OTBETCTBEHHOMY 3a obecnieuenue Oezonacuoctu [1/Ja B UCIIH o dakre
oOHapyXeHHs BUPYCA;

— TIPUHATH COIVIACOBAaHHBIE C OTBETCTBEHHBIM 3a obOecneueHue Oe3omacHoctu I1/1H B
UCII[dH w™epsl TO JOKaIM3allMd W YAAJICHHIO BHUPYCa C HCIOJb30BaHUEM
AQHTUBUPYCHBIX CPEJICTB.

7.3. Ilpm HEBO3MOXXHOCTH JIMKBHJAIIUU  TIOCJICICTBUH  BHPYCHOTO  3apaKCHUS
OTBETCTBEHHOMY 3a obecnieuenue 6ezonacuoctu [1/{n B UCII/In HeoO6xoaumo:

— coo0muTh 0 @QaxkTe OOHapY)KEHHsS MPOrpPaMMHBIX BHPYCOB B OpraHU3aIUIO,
OCYILECTBISIOUIYI0  TEXHHUYECKYIO MOJICPXKKY  OKCIUTyaTalluu CpencTB
QHTUBUPYCHOU 3aIUTHI HH(OPMAITUH;

— 3aapXUBUPOBATHh  3apaKCHHBbIC  (ailibl W HampaBUTh C  TNPWIOKECHUEM
COOTBETCTBYIOIIETO COIPOBOIUTENBHOTO JOKyMEHTa B OpraHu3aIuIo,
OCYILECTBISIIOUIYI0  TEXHHUYECKYIO MOJICPXKKY  OKCIUTyaTalluu CpencTB
AHTUBUPYCHOMU 3aIIUTHI HH(OPMAITUH.

7.4. Tlpu nmonmydeHnn WHGOPMAIMK O BO3MOXKHOM HapyIIeHUHU JIMOO BBISIBICHUH (akTa
HapymeHus TpeOoBaHui Hactosmed HWHcTpykiun pabota Ha paboueld CTaHIIMU JTaHHOTO
M0JIb30BATENsl HE3aMEJIUTENIbHO OJOKHPYETCSl MO PEIIEHHI0 OTBETCTBEHHOTO 3a obecredeHue
oe3omacHocTu I1/{n B UCII/IH.

7.5. ®axTel MOAUGUKAIIMN U PAa3PYIICHUS JTaHHBIX Ha CEpBEpaxX WM PabOUYMX CTAHIIUAX,
3apakeHHE UX BHpPYCaMH, a Takke OOHapyXeHHE IPYruX BPEIOHOCHBIX MPOrpaMM — BCE 3TO
OTHOCUTCSI K 3HAUMMBIM HapylleHusM Oe30macHOCTH HH(OpMalMM U JIOJDKHBI  OBITH
MIPOAHAJIM3UPOBAHBI TOCPEICTBOM MPOBEJICHUS CITY>KEOHOTO pacciieZIOBaHMUS.

7.6. CnyxebHoe pacciejoBaHHE TIPOBOJUTCS KOMHCCHEH, Ha3HauaeMol MpUKa30M
HupektopaYupexxaenus. B cocraB koMuccuu B 00s3aTEJIBHOM TOPSAKE  BKIIIOUAETCS
agmuauctpatop MCIIJIH, oTBeTcTBeHHBIN 3a obecneyeHue Oe3omacHoctu [IJln B HCII/IH,
HEMOCPEJCTBEHHBIN PYKOBOJAUTENb pabOTHUKA, AOMycTUBIIEro (akr kommpomerauuu. [lpu
HEO0OXOIMMOCTH B COCTaB KOMUCCHUU MOTYT BKIIIOUATHCS APYrue paOOTHHUKHU.

7.7. Pesynbrarhl paboThl KOMUCCUU OGOPMIISIOTCS aKTOM. AKT MOANIEKHUT YTBEPKICHUIO
JupekropaYupexaeHus.

7.8. B mporecce paboTbl KOMHCCUU 00S3aTEIbHBIMU Il YCTAHOBJICHHUS SIBIISIFOTCS:

— J1ara u BpeMms 3apaxxeHus (0OHapyKEeHHsI 3apaKeHus);

— ®UO, nomKHOCTh W ToJpa3felieHue padOTHUKA, TEXHUYECKOE CPEICTBO KOTOPOTO
3apa)K€HO BUPYCHOU IIPOrpaMMOil;

— YpPOBEHb KPUTUYHOCTH 3aPA’KEHUS;

— 0o0cTOoSITeNnsCTBA, CIIOCOOCTBOBABIIIHE 3aPAKECHHIO;

— uHGOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIE 3apPAKEHUEM;

— XapakTep U pazMep PeallbHOTO M MOTEHIIMAIBLHOTO yiepoa.

7.9. B xoze cBoeil pabOThI KOMUCCHUSI MOYKET 3alpaliuBaTh 00BICHUTENBHBIE 3AMMUCKH OT
pabOTHUKOB, MMOJ0O3PEBAEMBIX B BHHOBHOCTH 3apakeHUsi (IIyreM NHUCHhMEHHOTO 3ampoca HX
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HEMOCPEJCTBEHHBIM PYKOBOAUTENsIM). OOBSICHUTENIbHAS 3alKCKa JIOJDKHA OBITH MpeacTaBlieHa
KOMHCCHU B TeueHue 3 (Tpex) paboumx JHEH ¢ MOMEHTa MOCTYIUICHHS 3anpoca. B ciydae oTkasza
MPEJOCTaBUTh OOBSICHUTENBHYIO 3aIUCKY, JAHHBIH (DaKT OTpaykaeTcs B aKTe.

7.10. YHuuTOXEHHE MaTepHAIOB paccieloBaHus ()aKTOB 3apakCHUS OCYILIECTBISETCS B
COOTBETCTBUU C YCTAHOBJICHHBIMU TPEOOBAHUSAMM I10 JCIOMPOU3BOJICTBY 1 HOMEHKJIATYPOU J1eJI.

8. OTBeTCTBEHHOCThH

8.1. Tlosp3oBarenn u OTBeTcTBeHHBIN 3a obOecreuenune OezomacHoctu [Tl B UCIIAH
HECYT OTBETCTBEHHOCTb 3a HEHAJJIeXKalllee MWCIOJHEHUE WJIM HEUCIIOJHEHHE CBOUX
00s3aHHOCTEHN, MpPeNlyCMOTPEHHbIX HacTosuell WMHcTpykuued, B mpenenax, ONpeaeTeHHBIX
JNEHCTBYIOIIUM 3aKOHOJATeNbCTBOM Poccuiickoit denepanuu. 3a HecoOmoeHne TpeOoBaHUM
3akoHomarenscTBa Poccmiickoit ®enepauuu 1OpenycMOTpeHa TIpakJaHCKas, YroJIOBHAs,
aJIMMHHUCTpaTUBHAS, TUCIUIUIMHAPHASI OTBETCTBEHHOCTb.

9. CpOK JeHCTBUA U MOPAAOK BHECCHHUSA H3MEeHeHUH

9.1. Hacrosmas MHCTpYKIUS BCTyMaeT B CHIIYy C MOMEHTA €€ YTBEP)KICHHsSI U JICHCTBYET
OeccpovHo.

9.2. Hacrosmas MHCTPYKITHS TIOUISKUT IIEPECMOTPY HE PEIKe OJTHOTO pa3a B TPH Tojia.

9.3. U3MmeHeHuss W [IOTIONIHEHHWS B HACTOSIIYI0 WMHCTPYKIIMIO BHOCSTCS TPHKA30M
Jupexropa YupexaeHus.
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[Ipunoxenne 4
K TIpUKa3y
or 30.12.2022r. Ne 255

NHCTPYKIUA
110 OPraHM3alUH pPe3epBUPOBAHUS H BOCCTAHOBJICHUS! PA00TOCIIOCOOHOCTH TEXHHYECKUX
CPeICTB U NMPOrpaMMHOro odecnedeHus:, 0a3 JaHHbIX H CPEJCTB 3alIMThHI HHGOpManuu

B HH()OPMALMOHHBIX CHCTEMAX MePCOHAJIBHBIX JAHHBIX
MBOY Mapdgosckaa COLI

1. TepmuHbI U onipeaeeHUs

1.1. ABTomMaTH3upoBaHHOE pabouee MEeCTO — MPOTPAMMHO-TEXHUYECKUH KOMILIEKC,
MpeHa3HaYeHHBIN /11 aBTOMAaTH3allK JeSITEIbHOCTH OIPECIIEHHOTO BUAA.

1.2. laopmanmoHHasi cucTemMa rnepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX TAHHBIX U 00ECIEUNBAIOIINUX UX 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.

1.3. OOpaboTka TEpPCOHANBHBIX MJAaHHBIX — JF000€e JCHCTBUE (Omeparusi) WM
COBOKYIHOCTb  JeMcTBHIl  (omepamuii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 HCIOJIb30BAHUS TaKUX CPEJCTB C NEPCOHANBHBIMU JTAHHBIMHU, BKJIHOYAS
cOop, 3amuch, CUCTEMATH3AINIO, HAKOTUICHHE, XpaHEHUe, yTOUHEeHHEe (0OHOBJICHHE, M3MEHEHHUE),
U3BJIEYEHHE, UCIOJb30BaHUE, TNepenady (pacnpocTpaHEHHe, MpeloCTaBlIeHue, JOCTYII),
o0e3nnynBaHue, OJIOKUPOBAaHUE, YIallEHUE, YHUUYTOKEHHUE MTePCOHATbHBIX JTaHHBIX.

1.4. KondpunennmanbHOCTh HMHPOpPMAIMU — 0O0s3aTENbHOE IS BBITIOJHEHHS JIUIIOM,
MOJIyYMBIIUM JIOCTYI K OINpeneneHHoW HHdopmanuu, TpeOoBaHHWE HE IepelaBaTh TaKylo
WH(pOpMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00aaaTes.

1.5. Tlepconanpuble naHHbIE — JIF00ass WHQPOpPMAIUsA, OTHOCAIIAACS K TMPSMO WU
KOCBEHHO OIIPEJeICHHOMY WIH OIpelesiseMoMy (pu3nueckoMy JuIy (CyOBEKTY NEepCOHAIbHbBIX
JTAHHBIX).

1.6. Ilonb3oBarens MHGOOPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX JAHHBIX — PAOOTHHK,
OCYLIECTBIAIOIIMKA  00pabOTKY IEpPCOHAIBHBIX JaHHbIX B HMH(QOPMALMOHHOW cHCTEMe
[EPCOHATIBHBIX JAHHBIX.

1.7. CpenctBo  aHTUBUPYCHOM 3alMThl — MPOrpaMMHOE CPEICTBO, peaU3yroliee
(GyHKUIMU OOHApY)KEHUSI KOMIIBIOTEPHBIX MPOrpamMM JUO0 MHOM KOMIbIOTEPHON HMH(popManuy,
IpeJHa3HAYCHHbIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOXKEHUS, OJIOKUPOBAHUS, MOIUBHUKAIINH,
KOIIMPOBAHUS KOMIIBIOTEpHOW MHQOpManmuM WIM  HEUTpaau3aluuu  CpEeACTB  3allUTh
uHpOpMalNH, a TAKXKe pearupoBaHus Ha OOHAPYKEHUE 3TUX INPOrpaMM U MH(opMaIuH.

1.8. CpeactBo 3ammrtel MHQOpManuMu — OporpaMMHOE oOecrneyeHue, MpOorpaMMHO-
anmapatHoe — oOecliedeHue, anmaparHoe  oOecliedeHue, BEIIeCTBO WM MaTepuall,
NpeJHa3HAYSHHbIE WU UCIIOJIb3yeMble JJIS 3aIUThl HH(POPMALIUH.

2.  O0ume moJIoKeHu

2.1. Hactosmas HWHCTpyKuus MO OpraHu3aluM pPe3epBHUPOBaHMS M BOCCTAHOBJICHUS
paboTOCIOCOOHOCTH TEXHHUYECKUX CPEACTB M IMpOrpaMMHOro obecneueHus, 0a3 IaHHBIX U
CpeACTB 3aluThl HHPOpMalUU B MHPOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX MBOY
Mapogosckas COILl (manee — WHCTpyKIMs) YCTaHABIMBAeT OCHOBHBIE TpeOOBaHUA K
OpraHu3aluM Pe3epPBHOTO KOMMPOBAHUS (BOCCTAHOBIIEHUS) IPOIPAaMM U JIaHHBIX, XPaHSIINUXCS B
0a3ax JaHHBIX MH(OPMAIIMOHHBIX CHUCTEM NepcoHalbHbIX AaHHBIX (nanee — WCII[An) MBOY
Mapdoosckas COILI (nanee — YupexieHue), a TakKe K pe3epBUPOBAHUIO allllapaTHBIX CPEJCTB.
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Hacrosimas MacTpykuus pazpaboTaHa ¢ LEeNblo:

OTIpe/IeNIeHUs] KaTeropuu MHQPOpPMaILUH, MOAJIeKaIleld 0053aTeIbHOMY pe3epBHOMY
KOIIMPOBAHUIO;

OIIpENENeHUss MPOLEAypbl  PE3epBUPOBAHMS  JAHHBIX JUIA  IIOCJIEAYIOLIEro
BoccraHoBneHus paborociocooHocTr MCII/IH npu mosHON MIIM YaCTHYHOHM MOTepe
nH(pOpMAINY, BBI3BAHHON COOSIMU WJIM OTKa3aMH alllapaTHOTO WM MPOTPaAMMHOTO
oOecrieyeHns, OIMMOKAMH IIOJIb30BATENCH, Ype3BBIYaWHBIMU OOCTOSTEIHCTBAMU
(moxapoM, CTUXUIHBIMU OECTBUSIMU U T.[1.);

OTIpE/IeNICHUs] TIOPSAIKA BOCCTAHOBJICHUS WH(POPMALMU B Cilydae BO3HHUKHOBEHHS
TaKOH HEOOXOJUMOCTH;

YHOpSAAOYEHUsI pabOThl U ONpEIENeHUs OTBETCTBEHHOCTU JIOJDKHOCTHBIX JIHII,
CBSI3aHHOM C pe3epBHBIM KOIMPOBAHWEM U BOCCTAHOBJIEHHEM MH(OpMALINK.
JenctBue Hactosmued HMHCTpykuMM pacnpocCTpaHseTcss Ha BCEX I0JIb30BaTeENei

NCTIn YupexnaeHus, a Tak’ke Ha OCHOBHbBIE CUCTEMbI 00eCIIedeH s HEMPEPHIBHOCTH PabOTHI U

BOCCTAHOBJICHUS PECYPCOB ITPU BO3ZHUKHOBEHUH aBAPUIHBIX CUTYAIIM, B TOM YUCIIE:

2.4.

CUCTEMBI )KM3HEO0eCIeUeHUsI TEXHUYECKUX CPEJICTB;

CUCTEeMbI 00eCrieueHnsl 0TKa30yCTOMYUBOCTH;

CUCTEMBI PE3EPBHOTO KONIMPOBAHUS U XPaHEHUS JaHHBIX;

[Tox pe3epBHBIM KONMUpOBaHHWEM HMHGMOPMALUK MOHUMAETCS CO3AaHHE M30BITOUYHBIX

KOMHM 3ammumaeMord WHGOpPMAIUU B DJIEKTPOHHOM BHJAE JUIsI OBICTPOTO BOCCTAHOBJICHHS

paborocrocoonoctn MCIIJIH B citydae BO3HUKHOBEHHSI aBapUHHOMN CHUTYyaIlMd, MOBJIEKIIEH 3a
co00i1 MOBpEXIEHUE WU YTPATy TaHHBIX.

2.5.
KaTeropui:

2.6.

Pe3epBHOMY KOMUPOBAaHHIO MOMICKHUT UHGOPMALUs CIEIYIOIUX OCHOBHBIX

nHopmanus, oopadaTeiBaeMas nosib3zoBarensimMu B MUCIIJIH, a Takke nHdopmarus,
HeoOxoauMmast Uil BoccTaHoBjeHUs1 padorocrnocoonoctu MCIIIH, B T.4. cucrem
ynpasiieHus 6azamu maHHbIX (Hanmee — CYBJ]) oOrero mojap30BaHus U CIIPaBOYHO-
MH(OPMALIMOHHBIX CUCTEM OOIIET0 UCIIOIb30BAHMS;

paboyrie KOMUU YCTAaHOBOYHBIX KOMIIOHEHTOB MPOTPaMMHOT0 o0OecredeHus 001ero
Ha3HAYEHUS U CHEIHUAIM3UPOBAHHOTO MPOrPAMMHOTO OOECHEUeHUs CEPBEPOB H
paboynx CTaHIIMIA;

uHpopmanusg, HeoOXoAuMasl Ui BOCCTAaHOBJICHMSI CHUCTEM YIpaBlieHUs Oazamu
nanHbiX MCIIJIH, nOKaJbHOW BBIYUCIUTEIBHOW CETH, CHUCTEMBI 3JIEKTPOHHOTO
JOKYMEHTO000pOTa;

perucrpanrontas nHhopMaIus CUCTEM 3allUThl HHGOpPMALIUY;

npyras uHpopmanus MCIIJIH, mo MHeHHIO MOJIb30BaTeNeH, aAMUHUCTPATOPOB
NCTI/[In u oTBeTCTBEHHOTO 32 OOecreueHne 0e30MacHOCTH MEePCOHANBHBIX JTaHHBIX
(nanee — IIJn) B UCII[H, sBistomascs KpUTHYHOH Juis paboOTOCIOCOOHOCTH
NUCII .

Hacrosimas WHCTpyKkuus sBIsSE€TCA NOMOJIHEHHUEM K JEUCTBYIOIIMM JIOKAIbHBIM

HOPMAaTHUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIpocaM oOecredeHuss 0e30macHOCTH

CBEICHUU

KOH(I)I/IIICHI_II/IaJ'IBHOFO XapakTepa, B TOM UYUCIC U HI[H, n HC HCKIYacT

00513aTEIHLHOTO BBIIIOJHEHHS UX Tpe6OBaHI/II71.
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3. OOmme TpeGOBaHMS K pe3epPBHOMY KONMPOBAHUIO

3.1. B HHcTpyKiuu pe3epBHOTO KOMMPOBAHUS OTIMCHIBAIOTCS ACUCTBHS MPU BHIMOTHCHUN
CIIEIYIOLUX MEPOIIPUATHI:
— PE3epBHOE KOIMPOBAaHUE C YKa3aHMEM KOHKPETHBIX PE3epBUPYEMBIX IAHHBIX U
anmnapaTHBIX CPECTB (B ciaydae HEOOXOAUMOCTH);
—  KOHTpPOJIb PE€3€PBHOIO KOIIMPOBAHMS;
—  XpaHEHHE PE3ECPBHBIX KO,

— IIOJJHOC HJIM YaCTUYHOC BOCCTAHOBJICHHUC JaHHBbIX.

4, OTBeTCTBEHHOCTDb 32 COCTOSIHHE PE€3€PBHOT0 KOIMHPOBAHUSA

4.1. OTBETCTBEHHOCTh 32 KOHTPOJIb HAJ[ CBOEBPEMEHHBIM OCYIIECTBICHUEM PE3EPBHOTO
KOINHUPOBAaHUSA M COOJIOJIGHUEM COOTBETCTBYIOIIEH MHCTpyKIMHM, a TakkKe 3a BBINOJHEHHEM
TpeOOBaHUN IO XPAaHEHWIO PE3EPBHBIX KOMUN U MPEeIOTBPALIEHUI0 HECAHKLIHOHHPOBAHHOIO
JOCTYIa K HUM BO3JIaraeTcsi Ha OTBETCTBEHHOTO 3a obecrieuenue 0e3omacHoctu [11n B UCIT/H
n agmuHaucTpaTopoB UCII/H.

4.2. B cmyyae OOHapyXeHHs IOTBITOK HECAHKIIMOHHMPOBAHHOTO JOCTYMa K HOCHUTEISM
pe3epBHOM HMHGOpMAIMKM, a TaKkKe HHBIX HapyHIeHUSX HHPOPMAIMOHHON O0€30MacHOCTH,
MPOM30UIEAIUX B TIPOLECCE PE3EpPBHOTO KOMMPOBAHUS, COOOIIAETCS OTBETCTBEHHOMY 3a
obecneuenue Oe3omacHoctu I[1[ln B UCII[IH B TeueHue pabouero AHsS mociie OOHApYKEHUs
YKa3aHHOTO COOBITHSI.

5. Tlepnoau4HOCTH pe3epPBHOr0 KOMUPOBAHUSA

5.1. PesepBHOE KOMUPOBAHHWE CIECIHAIM3UPOBAHHOTO MPOTPAMMHOTO OOECIICUCHHS
MPOM3BOJUTCS TPH €ro TOJyYeHHH (€CId 3TO MPEAYCMOTPEHO HHCTPYKIHEH II0 €ro
MPUMCHCHHIO M HE MPOTHBOPEYHMT YCIOBHUSAM €ro PACIpOCTPAHCHHWS), a TakKe IPHU €ro
OOHOBJICHUHU Y TIOJYYCHHH HCIIPABJIICHHBIX U OOHOBJICHHBIX BEPCHI.

5.2. HWudopmamus, coaepxkamascsi B TIOCTOSHHO HM3MEHSIEMBIX 0a3ax JaHHBIX,
COXPAHSETCS B COOTBETCTBUH CO CJICIYIOIIUM I'PaUKOM:

—  ©KEIHCBHO IMPOBOJUTCS KOMMPOBAHUE M3MCHEHHOW W JOIOJHEHHOW HMH(OpManuu
(HOCHTENH ¢ eKEeTHEBHOM HH(pOPMaIel J0/DKHBI XpaHUTHCSA B TCUCHHUE HEJICTIH ),

—  ©XKEHEJCILHO ITPOBOAMTCS PE3epBHOC KOMMUPOBAHKME BCEH 0a3bl JaHHBIX (HOCHTEIH C
©KCHEICIIbHBIMU KOIMSMH XPAHATCS B TCUCHHE MECSIa);

—  ©KEMECSIYHO IPOU3BOIUTCS PE3CPBHOE KOIMMPOBAHHME Ha CICIHAIBHO BbBIJCICHHBIM
HOCHTEJIb JJIUTCIIBHOTO XpaHeHHsI, HH(QOPMAIKs Ha KOTOPOM XPaHUTCS IOCTOSIHHO.

5.3. He PEIKE OAHOTO pa3a B o Ha HOCUTCIINU AJIUTCIbHOI'O XPaHCHUSA 3aIlIMChIBACTCA
HH(bOpMaHHH, HC OTHOCAIIaACA K MIOCTOAHHO U3MCHACMbBIM Oa3zam JaHHBIX (HpI/IKa3BI,

pacniopsi’K€HUsl, OTKPBITbIC U3JIAHUA U T.)I.)

6. Boccranosiienue nHpopManum U3 pe3epBHbIX KOIUA

6.1. B cJIydgac HeO6XOI[I/IMOCTI/I, BOCCTAHOBJICHUC JAaHHBIX U3 PCE3CPBHBIX KOIMMH
MMPOU3BOAUTCA OTBCTCTBCHHBIMUA pa6OTHI/IKaMI/I.

6.2. BoccraHoBieHue JaHHBIX W3 PE3CPBHBIX KOIIHH IpoucxoauT B CcCiIydac ¢c¢
HUCUYC3HOBCHUA WM HAPYHICHUS BCIICACTBUC HCCAHKIHUOHHWPOBAHHOIO OOCTylla B CHCTCMY,
BO3ACHUCTBUSI BUPYCOB, MIPOrpaMMHBIX OIJ_II/I6OK, OIIIMOOK paGOTHI/IKOB H allliapaTHBIX cboeB.
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6.3. BoccraHoBieHHE CHUCTEMHOTO NPOTPAMMHOTO OOECIEYEeHUST M IMPOrPaMMHOTO
oOecrieyeHns OOILIEr0 Ha3HAYCHUs MPOU3BOJIUTCA C HX HOCHTEICH B COOTBETCTBUU C
UHCTPYKIUSMHU MPOU3BOIUTES.

6.4. BoccranoBienue CHELMAIM3UPOBAHHOTO IPOrPaMMHOTO obecrieueHHs
MIPOU3BOJIUTCS C JUCTPUOYTUBHBIX HOCHUTENICH WM WX PE3EPBHBIX KOMHI B COOTBETCTBUU C
HMHCTPYKLHUSAMH 10 YCTAHOBKE WJIM BOCCTAHOBJIEHHIO JAHHOTO [IPOIPAaMMHOTO 00ecTieueHusl.

6.5. Boccranosiienne nHGOpPMAIUHU, HE OTHOCSIIEHCS K TIOCTOSIHHO M3MEHSIEMBIM 0azam
JTAHHBIX, TTPOU3BOJIUTCS C PE3EPBHBIX HOCUTENEH. [Ipn ATOM HCHONMB3YyETCS MOCIEIHSST KOMUs
nHpOpManuu.

6.6. Ilpm dyacTHYHOM HapyIIEHWW WM HWCYC3HOBCHHWM 3amuced 0a3  JaHHBIX
BOCCTAaHOBJICHHE MPOU3BOJUTCS C MOCIEIHEW HEHAPYIICHHON €KEeIHEBHOM Komuu. [10aHOCThIO
nH(popMalMsg BOCCTAaHABIMBAECTCA C IMOCIEOHEN €XEHEAEeNbHOM KOMMM, KOTOpas 3aTeM
JOTIOJTHSETCS €KETHEBHBIMU YaCTUYHBIMU PE3EPBHBIMU KOMTUSMH.

7. CpOK JeHCTBUA U MOPAAOK BHECCHUSA H3MEHEeHHH

7.1. Hacrosmas MHcTpyKIKs BCTYNaeT B CUIIy C MOMEHTA €€ YTBEPKICHHS U JAeHCTBYET
OeccpodHo.

7.2. Hactosmas MHCTPYKITUS TIOUISKUT TIEPECMOTPY HE PEKe OJTHOTO pasza B TPH roJia.

7.3. V3MeHeHWS W [IOTIONIHEHHWS B HACTOSIIYI0 WMHCTPYKIIMIO BHOCSTCS MPHKA30M
Jlupekropa YupexaeHus.
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[punoxenne 5
K TIPHKa3y
or 30.12.2022r. Ne 255

MOPAAOK
0o0paleHHus CO CbeMHbIMH MAIIUHHBIMH HOCHTEISIMU MEPCOHAIBHBIX TaHHBIX
B MBOY Mapdosckasa COIL

1. TepmuHbI 1 onpeesieHUs!

Nudopmanronnas cucrtemMa MepCOHAIbHBIX JAaHHBIX — COBOKYIMHOCTH COAEPIKAIIMXCS B
0a3ax MaHHBIX MMEPCOHAIBHBIX TAHHBIX M 00ECIeYMBAIOMUX MX 00paboTKy MH(OPMAIMOHHBIX
TEXHOJIOTUH M TEXHHUECKUX CPECTB;

CpheMHBIII MaIIMHHBIA HOCHTEIh NEPCOHAIBHBIX JAHHBIX — CMEHHBI HOCHTEINb
MEPCOHAIBHBIX JAHHBIX, TPEIHA3HAYCHHBIN JUTS 3aITUCH U CUYUTHIBAHHS TIEPCOHATBHBIX JIAHHBIX,
MPEJCTAaBJICHHBIX B CTAHAAPTHBIX KO/IAX;

O0paboTka NepCcOHANBHBIX JaHHBIX — JIt00O€ JeiicTBUe (omepalys) WIH COBOKYITHOCTh
nercTBUil (omepanuii), COBEpIIAEMBbIX C MCIOJIb30BAHHEM CpEACTB aBTOMATH3ALUU WU 0e3
WCTIONIb30BAHUSI TaKWX CPEACTB C TEPCOHAIBHBIMU JITaHHBIMH, BKJIIOYash cOOp, 3aIucCh,
CHUCTEMaTH3aIMI0, HAKOTUICHWE, XpaHeHUe, yTouHeHHe (0OOHOBIIEHHE, U3MEHEHNUE), U3BJICUEHNE,
WCIIOJIb30BaHUE, TMepenavy (pacmpocTpaHeHue, MPEeAOoCTaBIICHHE, JOCTYI), OO0e3THYMBaHUE,
OJOKMpOBaHKE, yIAICHUE, YHUYTOKEHHE IEPCOHAIBHBIX TaHHBIX;

[lepconanbHble maHHBIE — Jr00as WHGOpPMAIHS, OTHOCSIIASICS K MPSIMO WM KOCBEHHO
OTIPENICTICHHOMY WJIU OmpeesieMoMy GU3NIECKOMY JIUIY (CYOBEKTY MEPCOHATBHBIX TAaHHBIX);

CpenctBo 3amuthl uHGOpPMalUMU — MporpaMMHOe oOecreueHue, TporpaMMHO-
anmapaTHoe  oOecrieyeHue, amnmapaTHoe  oOecreueHue, BEleCTBO WM  MaTepual,
MpeHa3HaYeHHOE WIIM UCIIOJIb3YeMOe ISl 3alllUThl HH(OpMALIUK.

2. O01me MoJIOKEeHUA

2.1. Hacrosmuit Ilopsnok oOpaiieHuss €O ChEeMHBIMH MAIIMHHBIMH  HOCHUTEJISIMU
nepcoHanbHBIX JaHHBIX B MBOY Mapdosckas COI (manee — Ilopsaok), paspaboTtan B
COOTBETCTBUU C 3aKOHOJaTeIbcTBOM Poccuiickoit @enepanyiv 0 nepcoHanibHBIX JaHHBIX (Tajiee
— [1/1H) 1 HOpMATUBHO-METOUUYECKUMHU TOKYMEHTaMU (peiepaibHbIX OPraHOB UCIOIHUTEIBLHOM
BJIACTH MO Bompocam Oe3omacHoct [IJIH mpu mx o6paboTke B MHPOPMAIIMOHHBIX CHUCTEMax
nepcoHaibHbIX JaHHBIX (qanee — UCIIdH).

2.2. Hacrosimmii [Topsinok onpenenser:

— mpaBuiia OOpaleHusi CO ChbeMHBIMU MAIIMHHBIMH HOCUTENIIMU WH(GOpPMAIUU, B TOM
gucne u [1/1n (manee — CMHN);

— nopsaok opranu3auuu yuera CMHU;

— mnopsagok yauutoxxenns CMHU.

2.3. Ilonm CMHUM B Hacrosimem Ilopsake mNOHUMAKOTCA —ClEAYIOIIME HOCHUTEIH

UH(pOpMAaIIUHU:
— ontuueckue aucku (CD, DVD) ogHoKpaTHON 1 MHOTOKPAaTHOM 3alKCH;
—  JJIEKTPOHHBIE HAKOMUTENU UH(popMaruu (¢IsII-namMsTh, CbeMHBIE )KECTKUE JTUCKH);
—  HHBIE HOCUTENH UH(OPMAIIHH.

2.4. TpeOoBanus Hacrtosimero llopsaka sBISAIOTCS 00sA3aTENbHBIMU IS HCIOJHEHUS
Bcemu pabdotHukamu MBOY Mapdosckas COIIl (manee — YupexeHue), UCTIOIb3YIOIMIUMH B
cBoeit pabore CMHU.
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2.5. Bce pabotHuku Yupexaenus, ucnoibdytone CMHU, 1omKHBI ObITh 03HAKOMIICHBI
¢ TpeboBaHMUAMHU HacTOSIUM [IOPSIKOM O TIOIHUCH.

2.6. Hactosmmii Ilopsimox sBISeTcs MOTOJMHEHHUEM K JCHCTBYIOIIUM JIOKAJIbHBIM
HOPMAaTHBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIpocaM oOecredeHuss 0e30macHOCTH
CBEICHUN KOH(UICHIMAIBHOIO Xapakrepa, B ToM uuciae u IIJIH, u He wucKiIO4aeT
00513aTEIEHOTO BBITIOJTHEHUS UX TPEOOBAHUHA.

3. HpaBmIa oﬁpame}mﬂ CO0 CbEMHBIMU MAIMHHBIMHA HOCUTECJ/ISIMHA IIEPCOHATBHBIX
JaAaHHbIX

3.1. Oo6pamenne co CMHUM nomKHO OCYIIECTBISETCS TaKUM O0pa3oM, YTOOBI
UCKJIIOYAJIMCh UX yTpaTa, Iopya U HECAHKIIMOHUPOBAHHBIHN TOCTYN K HUM IMOCTOPOHHUX JIULI.
3.2. Tlpu obpamennn co CMHU, BRIMOTHSIOTCS CIIEAYIONINE OCHOBHBIE TPABHJIA!

— CMHMU yuuThIBatOTCS ¥ BBIIAIOTCS TIO]T TTOATHKCH;

— CMHMU, cpok skcmiyataliud KOTOPBIX MCTEK, YHHUUYTOXKAIOTCS B YCTAHOBJIEHHOM
MOPSIZIKE;

— g BeiHoca CMHHM 3a mpepenbl KOHTPONIMPYEMOM 30HBI, 3alpallMBacTCs
CHelHallbHOE pa3pellleHre y OTBETCTBEHHOIO 3a obecneueHne 6ezonacHoctu [1/]H B
NCTI [ (nanee — OTBeTCTBEHHBIN), a (haKkT BbIHOCA GUKCUPYETCS;

— mpaBo Ha nepeMenienne CMHMU 3a npenensl KOHTPOJIMPYEMOU 30HBI, UMEIOT TOJIBKO
T€ JHIA, KOTOPHIM OHO HEOOXOJWMO JJIsi BBIMOJIHEHHS CBOUX JIOJKHOCTHBIX
o0s13aHHOCTEH ((DYHKITHN);

— Bce CMHM pomxubl XxpaHuTcs B ceddax (Metauimyeckux Imkadax),
00OpYJIOBAHHBIX BHYTPEHHUMH 3aMKaMH € JIByMs WM Oosiee 1yOsMKaTaMu KIoden
U TPUCHOCOOJIEHHBIMU JUIS OIE€YaThbIBAaHUS 3aMOYHBIX CKBaXHH WM KOJOBBIMHU
3aMKaMU;

— gpomyckaercsi xpanenne CMHUM Bue ceitdhoB (Meraumueckux 1mKadoB) TMIpU
yciaoBusX — yHuuTokeHus (ctupanus) IIJlH u  ocratounoil umHpOpMauuu
(uHopManuK, KOTOPYHD MOKHO BOCCTAaHOBHUTH IIOCJIE YAQIEHUS C IOMOILBIO
HEIITAaTHBIX CPEACTB U METOJOB) C UCIOJIb30BAHUEM CPEICTB CTHPAHMs JAaHHBIX U
OCTAaTOYHOM HH(popManuu, J1M00 €cii Ha CheMHOM MalIMHHOM Hocutene [I/1H
xpaHsircs Toipko II/lH B 3ammdpoBaHHOM BHJE C HCHOJIb30BAHUEM CPEJICTB
KpUITOTrpapruecKoi 3aluThl HH(POPMALIHUH.

3.3. CMHMU pomxeH ucnoib30BaThes, He 0oJiee CpoKa IKCIUTyaTallMM, YCTaHOBJIEHHOTO
M3TrOTOBUTENIEM MAaTEpPHAIbHOIO HOCUTEJIS.

4, HOpﬂI[OK XPaHECHUA U yI€Ta CbeMHbIX MAIIIMHHBIX HOCHTeJIei NEePCOHAJTBbHBIX JAHHBIX

4.1. CMHMU, nomxHBI UMETh CIENHATBHYI0O MapKUPOBKY. THI MapKUpOBKU BhIOMpaeTcs
OTBETCTBEHHBIM.

4.2. Bce mnaxomsmuecs Ha xpaHeHun u B oOpamenun CMHU  yuutsiBaroTcs
OTtBeTcTBEHHBIM B «OKypHalsle yueTa CbeMHBIX MAIIMHHBIX HOCUTENEH MePCOHAIBHBIX JaHHBIX B
I'bOY 10 PK «AJHOT»», dopma koToporo ycraHosieHa B Ilpunoxenun 1 x Hacrosiemy
[Topsaaxy.

4.3. B mHepabouee BpemMs UM BpeMs OTCYTCTBHS HEOOXOJUMOCTH HCIIOJIb30BAHUS
[NIaCMHU nomxubl XpanuThes B xpanunumax CMHU.

4.4. Tlepeuenb XpaHwnuil ompernensercs B «KypHane ydeTa XpaHWIHI] HOCHUTENEH
nepcoHanbHbIX AaHHBIX B [ BOY J10 PK «IJFOT»».
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[Tonb3oBarenu ans BbinoaHeHUs padot nosyyaror CMHU y OtBerctBenHoro. Ilpu

IIOJIyUEHUU JEJIAI0TCS COOTBETCTBYIOLIME 3amucu B «OKypHane ydera ChEMHBIX MAalllMHHBIX
HOcHTeNel nepcoHabHbIX JaHHbIX B MBOY Mapdosckas COLLI».

5. HOpﬂ)IOK YHUUITOKCHUS CHbEMHBIX MAallIMHHBIX HOCHTeeil NMEPCOHAJBHBIX JAaHHBIX

5.1.

5.2.

YHnutoxenue 11/IH mpon3BOaUTCS TOJIBKO B CIEAYIOIIMX CIydasX:
oOpabarbiBaemble [IJ[H moanexaT YHUUYTOXEHHIO JIMOO OOE3TMYMBAHUIO IO
JIOCTIDKEHUH 1elied 0o0palOTKM WM B ClOy4ae yTpaThl HEOOXOJMMOCTH B
JOCTH>KEHUH STHX IIEJIeH, €CITM MHOE HE PEAYCMOTPEHO (eiepaabHbIM 3aKOHOM;
[1[IH ABNSIOTCS HE3aKOHHO MOJYYEHHBIMH WIIM HE SIBISIOTCS HEOOXOIMMBIMHU IS
3asIBJICHHOM 11e711 00paboTKH;

B Ciy4yae BBISBICHHUS HempaBoMepHOW o0padotku I[I/In, ecnm obGecneuutsb
npaBoMepHOCTh 00padoTku I1/lH HEBO3ZMOXKHO;

B cllydae JOCTIKeHHs e oopadotku I1/H;

B ciiyuyae oT3biBa cyowektoMm I1J[H cormacust Ha 06padoTky ero I[1/n u B ciydae,
eciu coxpanenue [1/1a 6onee He TpedyeTcs s neneir oopadotku [1/1H.

CMHH, npumenmue B HETOAHOCTh WIM OTCIYKMBIIME YCTAHOBJIEHHBIM CpOK,

MOAJIC)KAT YHUYTOXKCHUIO.

5.3.

VYunuroxkenne CMHUM  ocymiecTBisieTcss  KOMHCCHMEH IO YHHYTOXKEHHIO,

Ha3HA4eHHOU MpUKa3oM Jlupekropa YupexaeHus.

5.4.

5.5.

[Tpu yanuroxennn CMHU HeoO6xoaumo:

yoenuTbes B HeoOxoaumoctu yanutoxenuss CMHU,

yOenuThcsi B TOM, 4YTO YHHUYTOXKAIOTCA TOJbKO Ta uHpOpManus, KoTopas
MpelHa3HayeHa Jjsl YHUYTOXKEHUS;

yanarokute CMHUW  monpxonsmM cnocoOoM, B COOTBETCTBHH C HACTOSIIIUM
[TopsinkoM win cnocoOoM, yKa3aHHBIM B COOTBETCTBYIOLEM TpPEOOBaHUU WIIH
pacnopsauTeTbHOM JOKYMEHTE.

[Tpu yanuroxennn CMHU npuMeHsI0TCs ClIeIyIOITIe CIIOCOOBI:

n3Menb4YeHre B OymaropesarenbHOl (OymMaroyHWYTOKHMTEIbHON) MAalllMHE — JJIs
JOKYMEHTOB, HUCIIOJIHEHHBIX Ha Oymare;

TIIATETFHOE BbIMaphbIBaHUE (c MIPOBEPKOI THIATENLHOCTU
BbIMapbIBaHus )UHGOpPMAIIUKU, TOJUICKAIIEH YHUYTOXKEHUIO — I COXpaHEHUS
BO3MOHOCTH 00paOOTKH MHBIX JaHHBIX, 3a)UKCUPOBAHHBIX B TOKYMEHTE;
U3MeNbYeHHEe B CHENUAIBbHON MYNbTUpPE3aTeNbHOW (MYIbTHYHUUYTOKUTEIHHON)
MaliuHe Wik U3nYecKoe YHHUUTOXKEeHHE (pa3pylieHne) HocuTened unpopmanuu —
s CMHMHa ontnyeckux QUCKax;

¢busnueckoe ynuuroxenue yacteit CMHU — paspyienue wnm cunbHas gedopmarus
— JUIsl HOcWUTeNed WHQPOpMAIlMU Ha >KECTKOM MAarHUTHOM JHCKe (YHHYTOXEHHIO
MoJANIe)KaT BHYTpEHHHE NOUCKU U MuKpocxembl); SSD-muckax, USB- u Flash-
HOCUTENAX (YHUUYTOXXEHHUIO TOMAJEKAT MOIYIM M MHKPOCXEMBI JOJTOBPEMEHHOM
MaMsITH);

CTHpaHUE C TIOMOIIbIO CePTUGHUIIMPOBAHHBIX CPEJICTB YHUUTOXKEHUS HHpopManuu —
JUIs 3amucel B 0a3ax JaHHBIX U OTACIHHBIX TOKYMEHTOB HA MAIIMHHOM HOCHUTEIE.
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5.6. Ilo pesynpraram  yHmuTO)XeHUACMHUW  komuccueit  cocraBisercs — «AKT
YHUYTOKCHUS CHEMHBIX MAIIMHHBIX HOCUTENECH MEepPCOHAIBHBIX IaHHBIX», (opMa KOTOPOTO
ycranoBneHa B [Ipunoxennu 2 k nHacrosimemy [opsaky.

6. OTBEeTCTBEHHOCThH

6.1. OrtBercTBeHHBIM 32 XpaHeHue, yuet u Boiiaay CMHU, sBnsiercs OTBETCTBEHHBIH.

6.2. Bce pabotHuku Yupexnenus, ucnonpdytomme CMHU u OTBeTCTBEHHBIH HECyT
OTBETCTBEHHOCTh 3a HEHAJJIEKallee MCIOJHEHUE WM HEUCIIOIHEHHE CBOUX OOA3aHHOCTEH,
MpelyCMOTPEHHbIX HacTosiiuM [lopsakom, B mpexaenax, ONpEAETICHHBIX JEHCTBYIOLIUM
3aKOHO/ATEIbCTBOM Pocculickoit ®denepanun. 3a  HecoOmoneHne  TpeOOBaHMIA
3akoHomarenscTBa Poccmiickoit  ®enepanuu  NpeIyCMOTpPEHA TPaKIaHCKas, YroJIOBHAsd,
aJIMMHHUCTpaTUBHAS, TUCIUIUIMHAPHASL OTBETCTBEHHOCTb.

7. CpOK JeHCTBUA U MOPAAOK BHECCHUS H3MEeHEeHHH

7.1. Hacrosmuii Ilopsiiok BCTymaer B CUIy ¢ MOMEHTA €ro YTBEP)KICHHS U JIEHCTBYET
OeccpodHo.

7.2. Hactosmuit [Topsaok MoIexKUT MepecMOTPY He peke OJHOTO pa3a B TPH Toja.

7.3. V3MeHeHUWs W JOTOJHEHUs B HacTosimuid [Topsimok BHOCSTCS mpuka3oM Jlupekropa
YupexaeHus.



D®OPMA

7KypHaJj yyeTa CbeMHBIX MAIIUHHBIX HOCHTEJIEH MePCOHAIBLHBIX JTAHHBIX
B MBOY Mapdosckas COIL

[Ipunoxenuel

K MOPS/IKY OOpaIIeHUs CO CheMHBIMHU
MaIIMHHBIMUA HOCUTEISIMU TIEPCOHATBHBIX

JaHHBIX

o Homep Pacnucka B IOJIydE€HUH Ionmuce Jara n Homep
— | Tun HOCHUTENA (cepuitnprii/ OTBETCTBEHHOI'O Mecto XxpaHeHus [Ipumeyanne aKTa
/1 o dUO Jara [Tonmuck
WHBEHTAPHBIN) auua YHUUYTOXKECHHUS
1 2 3 4 5 6 7 8 9 10




[punoxenne 2

K TIOPSAKY OOpamieHust CO CbeMHBIMU
MAaIIMHHBIMU HOCHTEIISIMH TIEPCOHAIBHBIX
nmaHebIX B MBOY Mapdosckas COIL

DPOPMA
AKT

«_» 20 T Ne

c. Mapdoska

006 YHUUTOKCHUHN CbEMHBIX MAllIMHHBIX
HOCHTEIICH MNEPCOHATBbHBIX JaHHBIX

Kommuccust B cocrase:
[Ipencenarens:

YsieHbI KOMUCCHUHU:

1.
2.
3.

COCTaBWJIM HACTOAIIMK aKT O TOM, YTO B pPE3yJbTaTe€ MNPOBEACHHOWIKCIEPTHOU OIEHKHU
MOJIEKAT YHUUYTOXKEHUIO CIIEYIONINE CheMHbIe MAaIlIMHHBIE HOCUTENIN IEPCOHAIBHBIX JAHHBIX

Ne Jara okoHuaHuUs1 CpOKa 0OPaOOTKH YueTHblii HOMEP CbEMHOI'0 HOCUTENS WIH
. /;[ 3a(h)MKCUPOBAHHBIX HA HOCHUTETIE HalMEHOBAaHUE TEXHUYECKOI'0 CPEJCTBA, Ha [Tpumeyanue
MIEPCOHAIBHBIX JAHHBIX KOTOPOM YHHUYTOXKAIOTCS (haiiibl
1 2 3 4

Bcero creMHBIX HOCUTEIEN

(undpaMu U NPONUCHIO)
Hepe‘II/ICHeHHHC CbEMHBIC HOCUTEIN YHUUTOKEHDI ITYTEM

(MEXaHMYECKOTO YHUUTOKCHUS, CKUTAHMUS, pa3pe3anus, 1epOPMHUPOBAHUS U T.I1.)

IIpencenarens:

YJ1eHBI KOMUCCUH:
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